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work AT LR TR EME Email BRI

[T #ItEF4E A HashCash HFEEBIRIRARMD TEHISTIE
[ A0 SHEHE AT SMTP T

BRZEGET MDamon &t E R ABPES A IEREET B,

EFE L i AR TERRR (10-32) IT

EE =i e S e [T = o

7 % HashCash HFERE UMY SERTITE

(EFEE B TR T o AT B AR T ¥E S8 & 7D HashCash BFRR.

® kM 1P
G AHL TP bR A HbIE I, AR5 56

RE W R

iR P EEREHREF L
ZER P ARSRE RASHIMNERAES “FHEE" FRATHRRMAT EXRT

FATENBER P (FIRR 102,168 HBER)
| Gl

il

@ Judl Bk
A AR I R AR T IR, AR T 5

#F HiH
LT R e
ZERIRETRE RAS RIERMEASE “FHEE" BT EERTHERN(RE E
A
TSR SR FES N Loclg\\LnDomain BET.
¥ b gy
S Ha R P
[ i
ez
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® TR GBI
S 17 SR A A P T A R M P 25 B3 10 S, S P e AR 1
e AEIE" B AT AR TP HubH(R A7 H & 1

1RTF HEAH

b s R T FIaETiEisdd ke
R b AR AT EISTD P B HRTF BT 6.

I B SRS

. BEEETE CHbEr iy

=

| _>l;I

IFE TR EBSER S 15 47, |47 75 “T-FiF- RFC 2821 MIETILIFE{T- & SMTP iZiE
AT S R

4.6 Brdf R uEAS

1E “RGAE M a6 A Lo dh “ B MSAEpEAs 7, HLIA S b B R
Rk DUy SR TS IR “DNS-BL” M “Bi IR AEREIE A5
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=

=]

1
ala]

Jit

U-MAIL’®

s HABERETERR
o HiBEREFEERR
o MHERSE
o B:E8 (Bsh
o BE8(EEE)
o BEE (FdiEA)
o BEE [FWEMHA)
o BEE (FrRiEE)
o JET

» DNS-BL
o Fil
o BEE
o HETW

o BEARERrRERE

4.6.1 B HRAETIERS

@ LI g g R A

BRIN R g 2 7, WURBIR AR IE 2, FRIRX A, WE 8.0
AR FN AL A (RT3 WS AE ) 5 A BESR B A, WITH X AN, s 12. 0,
FE B B AL IR AR .
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NSRRI SRAZ IS A 73 KT A5 AR BE € ML, KA b R
S /N TFAE MG TE B A AR IR R 123 500 RS AT AT M A4 AN A 1oz 35 g
(G

¥ SMTP WRLF#AE, B0 sdE T X:
N AT HISEF Tan SRAZ 00 K B A 40 e B4 TR L W A8, B EIGZ IR . &
0 RoRAKEATEL

¥ lgoN SMTP 20l H b i e A g )
Ja kG B AE SMTP H & Bos.

D oY A
R AR P Ry b S SR, 2 AR Sk b e A B AR .
te® mEA |

—BEATIERT
[Ca=liebe oo e

U-Mail §) “SrBapesdigat” 08 Bl SN HFT 5, , ﬁﬁ?@wi‘iﬁmﬂf*#ﬁﬁ
WERE. BEARGHMTEMMR , MO REEL K RER R PR
T SOrTHE AR

IR EERE R EA T ST L T EM A ERp [10.0 (0.0 - 500.0)
SMTP BEHFIRIE, HEGERRET |12.0 (0 = naver)

<= 2.0-FEIEZ - BEMESRE

5.0 - FRE, BREIRETES

10.0 - - FRBRE - FLEERRR A AIE T, B RRIERBEIRE

500.0 - FETIREHFHE T Ak R AR

¥ 27 SMTP &A= PRBEREE

I™ Send heuristic resutts to SMTP clients
¥ Bt S FRASIGN SMTP &ihah fRatn:
[T 40T SMTP 4TRSS MABTHREE

T ERER . SMTP § MR TAE A MBS 200KB HIARH: - LG TR R AT i
FEPHHTIE.

EEE [TPANT]

RETEH AT TR

filhn: [***SPAM*** Score/Req: _SCORE(0)_{_REQD_]

_SCORE(0)_ =¥ MBIEEMIA0S 488, REQD_ Slrdfniir iRapHERsIE 8.

® Uiy

DUH-Jr 73 St — AN GEvt o7 ST GETH I R, SR 70 A7 A6 T T PR 2 35 S R = 452 IS
P, BEAE I TE), SIS P SR M ) SR R BB A o T LA Ay 57 SR IS A R A % 4 7 SCA:
FArfit . WA E R T)RE.
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® &M (AFD

RS - MM
E O m

— Bayesian 452

Bayesen SR~ iz, SRR LR, BT SR E TR R
3, BEERTE, b A A R A .

I BR Mg
Seh R A O AR S B S B R ST

¥ s B

AEMUEEA~EE [ M (0 = never)
TEIHET 0000 =% (0= no i)
¥ BRI ham £k

bR BOR MU I Ham ST %

T EAVIAHE B RO (e negatives):

|C:\urrﬁ|F\Pubhc Folders\Bayesian Learning.IMAP\Spam.IMAPY
T E ARt B RA2E (fake positives):

IC:\unﬁiF\Pubhc Folders\Bayesian Learning.IMAP\Non-Spam.IMAPY,
EF: SR RRR WL R R

IR BOA BRI,

® HA4H (o)

iR ftES - gAFARER

g7 B

—S=shaae
;E%E * HAMFEERE AT/ REH. kPLTE T EERERALET (S0P
BEE ) .

I i P R R A AR U SR 5
¥ .. {225{FR SIDF & DKIM JaiEHbeT
[ P ap R AR
Lk PR TAMRT » SEFH R SR A .
[t s s B H
FoBERE ] whitelst@ SHSIEAREAY S A A INE I .
7 BRI S SBHRMERT Bayesian 31F
U-Mail ATRAISERILA B35 S EeiRite » MR RS S AR At IB et o

FIL B FER PR L ik (1 B0 S T IR D A b, 335 2 L T VE A, TR

s Lk,

MRS ER - A5 %

BF O miE
# HrilR BRI IEEE R ST R
#
# ZIU M A RTRE AR T AR AR LB AR E
#o BRI — 1R EL I B
#HICHRR—IT, A HeRERARFHTIE.
#

# MBLIFHIEERS (ERE—ME) BoikE

# 2Ll SMTP RCPT {ZHMEMTIN. MELIEET "From" 1EH
# Rk, AR L From" RLE

# LUE SMTP MAILL {53 {E E#T ol .

#
# RVFEES 28— ST %E-

#

# fl20:

#

# *arvel@comingchina.com™

# From *arvel@comingchina.com™
# To *@arvel.comingchina.com

# Reply-To *@server.mydomain.com
# Sender *@list. mydomain.com
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® A4 G D

NSRRI “ W Al eSS, 2B AL BB o BRAR
R QIS C D X IR | B | Bt =T N VA QU /S v IR Shaic W1 Il I WY S B
IR T B RSB E B, AL IR OLR D

HEHhdES - AER

frir W B

FREFEEER R AR IO A AR SRR A AR AR AR R
# Custom U-Mail white list. Enter your white list addresses into this file.

#

# White list and black list addresses are now file-glob-style patterns, so

# "friend@somewhere.com", "*@isp.com", or "*.domain.net" will all work.
#

# Multiple whitelist_to entries are ok. Also you can put more than one

# address on a line like this:

# Whitelist_to *@microsoft.com *@*.comingchina.com

#

# Bample white list entry:

# whitelist_to arvel@comingchina.com

® A4 G

ANTHIBLEAR, R AR ANl FEREBIR A, 2B A BB BRAR
BESRMAT ( oEARR A  w, k B IR I PR -IE T BRI < UL A4 S E
L T B RSB E B, AL IR OLR D

RIS ES - AER

wF @ Wl

FEFERF LRSS SRS ARSI R RS AR A A A
# Custom U-Mail white list. Enter your white list addresses into this file.

#

# White list and black list addresses are now file-glob-style patterns, so

# "friend@somewhere.com”, "*@isp.com", or "*.domain.net” will all work.
#

# Multiple whitelist_from_rcvd and whitelist_from entries are ok. Also you
# can put more than one address on a line like this:

# Whitelist_from *@microsoft.com *@%®.comingchina.com

#

# Bxample white list entry (with Received header domain check):

# whitelist_from_rovd  arvel@comingchina.com  altn

#

# Example white list entry (without Received header check):

# whitelist_from arvel@comingchina.com

® WA GRR%H)
NSEISPER, BISRMOEE “ RPEA AL AEBETIFe TR A A B . I L
TR PR B e i a7 e BB DR 4 B4
BRI S B4

w7 W HH

FRFFFFRRFFFIRRFFFIR RN R AR AR R
# Custom U-Mail black list. Enter your black list addresses into this file.

#

# White list and black list addresses are now file-glob-style patterns, so

# "friend@somewhere.com", "*@isp.com", or "*.domain.nat" will all work.
#

# Multiple blacklist_from entries are ok. Also you can put more than one
# address on a line like this:

# blacklist_from *@microsoft.com

#

# Bample black list entry:

# blacklist_from *@test.com
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® LT

T8 O ab B AR BB, BROIAERE bRk BB A H fu v L4 2 ) 5 ik 7,
L3 S VAL EP %5y [ S=1 A v 1 i v 1 5 /N A SV o S d b v B U
WA B BCE R AT

#F W HH

— boi AR AR
U-Mail BB R o S 28 G R S AP A A SR T o

BUE el g o et g L g p e il il S

O AR R
O KRR HRE B T AR MR PR T M5

W EXH postmaster B1E HENTHE
O AR A HA A R

i
NS BERTAA? C& OF O

TREL TR ¥ HE V TRRERINE
Tt 100 kb (0 = up to 2MB)

T BRI P AP SR I
[T

MRS 2, MM 5 s 100.0
MR 2, AL S0 1000
B DHS-BL AR 2 S BT

;

4.6.2 DNS-BL

® il
DNS-BL RS R 44 B, 32— IS BRI A IR e A o, ] LI a5 P 6 o e 7 B 4 2 45
FEAL(R) RBL Hids e kA R B e o Dl H 42t 2 FH IR e B 41 2R - spamhaus
N A R A I — R
1) /2t “Ji 1 DNS-BL #if)”
2) DNS-BL EHLA %N zen. spamhaus. org
3) FEIR IR AS$IPS listed at spamhaus, see http://www. spamhaus. org/

DNS 2% (DNS-BL)

—DNS-BL 41
" BR DNSBL &4
DNS-BL MR » SRabRiehrERt 1P MR AEIHEET .

—Ltb DNS-BL EFFUAR DI LTI RERERS GEL:
http://www.spamhaus.org/ organization/dnsblusage.html in the case of
zen.spamhaus.org) . IORMELEBEST ONS-BL . IFSHAM DNS-BL, i
AT EECES DNS-BL THlPH L MRz,

U FAIENZ ~F, B SRR HRIRERE A B, FE SMTP MRS,

DNS-BLEHLE: |
Eem: | il

|
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® Hum

EICA LR AT DA B AN 1L DNS-BL sh/E 1) 1P ik

B W B
# DNS-BL B

#

# I T T onseL TS P L.

¢

tErEAN PLLE 127.0.0.1 FRERBEFIER. AT
¢ BRETR AL RRFI A B2 EH P B EE
# T DNS-BL ZHEHFER .

#

# ST AT IR AL, B iR A bR

# Tiv DNS-BL & B ERHES.

¢

g0 127.0.0.1 8 192.168.%% ET—%.

127.0.0.*
192.168..
10.*.*.*
172.16.0.0/12
® LT
X R 485G T DNS-BL FIREH, 154l BRI B A

B

—DNS-BL JE 1

[T &3 SMTP HiXen “Received"Rk i P

QRERE Receved Hitk: [ o=an
BRI “Received iRsk: lﬂ— (0 = none)
B EAIR ) “Receved Wt [L | (0= none)
[T 7 POP3 WrtilF P45 ‘Receved' iRakddy IP:
PR ‘Recaved HHsk: [ o=an
TERIE “Received Hik: [ (0 =rone)
BT ER ) “Receved Witsk: [L | (0= none)
sk B35 2AIRESE SR, BET Received’ HBEksk:
AR S SRR MA S 4 2.

B DNSBL At M ERIEAE M amm P

I %1 DNS-BL [LEERIE# —$518 DNS-BL

T SMTP B4 SBAHELANEE 2 P BRAOEHE
20l ap T <RaEP FRE

T B=biEs DNS-BL IUREIMP G MAP Histi i

4.6.3 bR R4 FEBE
T IS B S e A S ek, S e S 37 S S T B b o (L 3K s 2k bl 2 AT 40

Begs SEBs B, BUAEEAE IR, 2 —DBaBE. AR E) “ 8RR E R RE 4 5 3w th 21 )1
ST S A2 20 SO
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=

=]

1
ala]

Jit

wEL

w9 R

(AR

SURHBHPERE R F AN » &R MRt ZERREMIHE T S
FERRF. R EREERD A PRRRATE P B E TR B . 20R -1

il MR A S T IRTE R AT AR

RSB R TR e R A RS R AR R AR SRS

sy i e

W g P RTSHERERS
EERFLEND?

4.7 HEMEH
E “RGEHE S5 m

4.7.1 U-Mail B&E 30

KA T H&ESCH, TUEES N, BEIES% “U-MaildL i b AL

&

B

Tl g H AR E S

g

&

1)

A AE U-Mail H &S

N
H

|
B

BAS Y PR PR ---1.7.3 HAG(E R &9, XEARL T .

&5 0 TE

HExH / % | AR

20110409-php_maillog 167.8K8 2011/4/9 17:03
20110409-WebMailog 194 KB 2011/4/9 17:03
20110410-SMTPFiter.log 114 Bytes 2011/4/10 0:00
20110411-5MTPFiter.log 114 Bytes 2013/4/11 0:00
AccountPrune.log 185K8 2011/4/11 0:00
ListPrune.log 590 Bytes 2011/4/11 0:00
Monday-alllog 271 Bytes 2011/4/11 0:00
Monday-AntiSpam.log 276 Bytes 2011/4/11 0:00
Monday-AntiVius.log 277 Bytes 2011/4/11 0:00
Monday-BIS.log 271 Bytes 2011/4/11 0:00
Monday-Content-Fiter.log 282 Bytes 2011/4/11 0:00
Mandzy-DKDKIM.log 275 Bytes 2011/4/11 0:00
Monday-DNSBLIog 773 Bytes 011/4/11 0:00
Monday-DomainPOP.log 277 Bytes 2011/4/11 0:00
Monday-IMAP.log 272 Bytes 2011/4/11 0:00
Monday-MDSpamD.log 275 Bytes 2011/4/11 0:00
Monday-Minger.log 274 Bytes 2011/4/11 0:00
Monday-MutPOP.log 276 Bytes 2011/4/11 0:00
Monday-Outloak-Connector.og 285 Bytes 2011/4/11 0:00

4.8 T4y

1« RGHFTIR A A7 e At “VERS”, BT R A
M ——
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FHIUER > U-Mail FE4E EISRAE B TRE
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1. HR%-5E U-Mail F2 BisThRe

TEIR A S A A R GAHTALIX, A “U-Mail L8 EEE” &, LIS “FERL
PR, “LELk R RL”. “4 1k U-Mail HBLERS” 2%, Fiigh X Lsshfg.

MR
BE SR R
B RS
HEERS
HEEEEES
RMEEES
B=hBah
{ELEU-Mai1BR R 5
MEFIEEASETES
HE S e E
Bt EEEE
EERTHEER

TS

FFU-Mail
IBHIEEiER

1.1 M AFRT

Al “U-Mail FEELEbR” 2EFE “VEN/VERT, FTOT “UEMF U-Mail MBFFRGERBVFR]”
A, RGNS Lic MNP e, Sty “y ™ i S L RIT, ) e vl 2
G0l LR VA7 NI DA G B 5% N2 & 21 B 21 TR P (| N <

o Eflv-Eai 106 RSB RR T Al
AR AR A I A
i : EO 1 == s
s SARESEANE A . SR
fEfft R i A3 -
e akst i demain. com
FERFRIS 20FE-F2C3-A915-EAFF I=CF P . 100

A FEEIMARE :  2012-01-25

s | wosmEns | B |
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1.2 WimEERBUR RIE
(CUS IR Pl VAZ TR (U5 2" & L= AN RYI) SRS 1S Nk 5% N2 21 1 A TR T A i SpU R i B
WA “U-Mail FEEEEIFR” 1 “Bad RERBCRPRIE” 220K, AR B .
=l i s T

1.3 BHRA

it “U-Vail CALEGG” SE8E “HHRG”, HTF “U-Mai | HBPERAHH” 10, 3o
HSGE TR TR “ T8 0 ¢ s, WMBE < HEh” 5 U-Mail & HEIER, 1A
“TEUR ST H L AT T80 1 2 5 R

b R R AN, “BUREH . CERIRA” 25

@ U-Nail BEPFREEH - [Fover By U-Naill
ETER T Bzh EiEE ez
BRE#:  TE 2011-03-12 00:38:34 FoRE
BHRE D FISEH  Saturday 00:47:57
RG] [E2E [ED | 88
« 2

1.4 BBB/REERES

rili “U-Mail FEEEIEIAR " LE4F “H/BE/ REEH)E 67, WM S 5
HERERG
EEHEERE
FREERS

1.5 B3E3h

A “U-Mail FE8FR” 88 “A3NESL7, A8 Windows I, U-Mail ¥4 Hshiz
17, BOAWEZAsR .
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1.6 &1k U-Mail B3R %

dakf

v BEINIFDONSET » U-Mail BENETT.

Frihi “U-Mail FCHRLEIbR” JE8E “45 10 U-Mail BREERSL”, Wil U-Mail HBFF RS, W
HeFE “JRsh U-Mail HEFERSE”

HIR U-Mail WATHl “U-Mail FE4¢FIbE "
LN 1R AR

1.7 AFIEHIIRESEHE S

il “U-Mail FERLEIFR” eFe “ BAFIABEARSE PES . $TIT “U-Mail BRSSP/ RS
A WO, WTUES CURES . PR CHEERT M CRT A,

£ U-Nail BARAIEE/RETHE [Power By U-Naill

- TEERhA]
L EHAR
L EAT
AT
- R

ZitETR

| A

[ it A

1.7.1 HR14BASY

X OIEFERNA: KBNS GRE) REEAEBAS o
XOARHIBAF: FORFINES CRHD FIEEBAA .
X HRBAA: IR SR AAIE AN RIS R R S, BEAFEARBAAY, AL E K

XOPRFFBAI: S SR i A AL D s M AE A B R o R LR 4t

ANAZBABI, FEA BB ERAE,  E A B PRI I -
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1.7.2 HPfER

FERX RV AEA, AR RS AR S 15 R, il A% “RIP 48K “.7
MIEIRA, <A1 “ STl A ) AR SR, R,

£ U-Nail BARIEE/REETER [Forer By U-Naill =] E3
wRERAEl FPER | Be | 2T |
= RPER BFEH | #rEEm | A EsEE | Blﬁfth‘l'ﬁ | ERsrE=R. .. [ 8
[=]- domain. com aza aaaldomain, com demain. com 1] 1C
o HEAER ddd ddd@domain. com domain. com D u} 1C
[l et zgg gzgddomain. com domain. com u] u} 1C
L JSEhER 111 Jj1i@demain. com domain. com u] u} 1C
mmm mmmBdomain. com domain. com u] Jul 1C
he3s) ] prpi@domain. com domain. com u] u} 1C
=55 sss@domain. com domain. com u] Jul 1C
VY wwviddomain, com domain. com u] Jul 1C
b’ wyyiddomain. com domain. com u] u} 1C

1.7.3 HERER

HePe “ HAEFR” IR, 7T R EIFE, sl 9797 HAE” el DO F4TIT H &S
SCAF, AR DU B H S H e Z4TIF GBSO, HAEAFE H SRAE umail\Logs &, T
M2 — I H &S

5 UHail BAEEREEEE [Pover By UHaill _ (O] x|
wHsl | Bee BEER |xF |
AEl | THEW [REA [ L
1| 0
‘ nFeE | Gr |

% php_maili.log: PHP f&)7 AP H &,
% SMTPFilter.log: SMTP 4% %8t H .
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c

WebMail.log: Webmai % 5% H .

AntiSpam.log: BBt pERs H &R, 3 AN PE o HLI S S IS4 it 8 s i A BEAd 5%
AntiVirus.log: 8RS H A&, iR DR B 1l %

Content-Filter.log: Pt yEes Ha, WAL IEZ AL BE R 05K

DKDKIM.log: DomainKeys 5 DomainKeys Identified Mail (3844 % G14R R BEED 1550
DNSBL.log: DNSBL it

DomainPOP.log: i+ {27~ DomainPOP 3.

IMAP.log: IS Bl AEH] IMAP B sl iy A 2517 .

MDSpamD.log: 1t i s b s EF 0 iE 20«

Minger.log: &7~ Minger 45 #8355

MultiPOP.log: T~ &7~ MultiPOP BRI LT 5]

Plug-ins.log: 4 H &

POP3.log: 4] POP3 #HM M U-Mail ISCAEMB{FI, 2 7EdAbid % i%iE 5 .
RAW.log: FIiEIi Fidsk RAW il &2 44 it misf-3% 3)

Routing.log: # it U-Mail ST (1) REEF ISR B B 45 B Gl AL B 1D ).
Screening.log: MEIET R BN 2E 1% 5 B A BEME B) .

SMTP-(in).log: kI~ FR/~FrA M SMTP BRI AR 315353 .
SMTP-(out).log: JbiTi-K R sfEH SMTP Bl i BT Hh i <5 155 8
SPFSender-1D.log: o IiA7 KA NSRS HESR 5 K AF N 1D 35355,

System.log: #% Hi&

174 RF

HePE “OCT IR, RPN RO A

1.8 WM R B ICE

Arili “U-Mail FEELEIbR” £ “ MM LR, W AT B M ACE Y 25 22 AT 22
TEH. HIOAEMS S LR, BEL AT ORISR ik
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B ralIEsERETa = E3
~EEHAR alETER

cecldomain. com

PEFE U-Mail, 5w

=]
=] HA

aaafdomain. co

m

=0 £
ilE

A bl

eeeldomain. com
fffidomain. com
gzgidomain. com
hhhi@domain. com

mez |

mrmmuze | %F |

B |
SRIG I B R b 222 “U-Mail 2%

a7, AR E L ERIES %
http://www. comingchina. com/document/umailissuanceofaudittools. pdf

1.9 MMHEERE

At “U-Mail FEELEIbR” REHE “HBAFLTWCE ", AL ERIRE HSAE h AR R i b4 2 v
3. EAMURZ AT, BT RN RIE T 2B R CRTRERA T B ORI, W
ARG 7 2% A G T PR A5 L), 3 AR (RIS A e 380 22 3 —FE (s £

LHARRBEEE, sl COAFIFR WL BT,

o Bt EERE
B B
AR - Iaaa@domain. com

aaafdomain. com

MERERE |

th, BahER.

CEPEE & HHEE # [90
~ RHEHHEE O ZFEMEE

FRIFHHE L |
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U-MAIL’

1.10 HH AFLEE

4% U-Mail, 264855 i it

Al “U-Mail FLELEIAR” 2EEE “EH IS EE”, WRIEE “HWEHES (adnin)”,
“HEEHG S (adninistrator)” fl “REEHIG S (system)” [H254,

BEEERES X
-EETE
HEER |
B EIER ;|
REEER: |
BEERBLALETRTEES
BEMKES D auTH.

Rl

1.11 —A&EnAERTHE

BEDhfe 2 T “HAE U-Mail MEPFRS” I A0 ib i, s @ 4y U-Mail et

i “U-Mail FERLEIRR” B8 B0 /A0 TR, SRy ks “F 1T
#0478 ABE GERD” BB SRR DI £E “ RSN B SR A s
Bl Ao b “RGEREMSE R 2k S MICERE R, CHEEE T R A L. WA
SERURTRE AP SCAF IR AR, il “RAE” A HLRIAT .

¥ U-Bail Enterprises BailsystendEE&T M= E

& FIEH
mEEE T [(FTEH] FaET [RE] =68,
MiFSRE S E TR & s

 BahEis
B=biE L T i R B TR & 1
stFtiE: [T 093 =
EinEfRRE - IU E (#fi = X
TR E AT

HinEHEAIEE - v FAECEWSER [ artEE
TPRLE {0 SRS -

| B>

S BRI AT DL R “ ARG EK S5 7 N “IRPREE A Horp “ RGERCEIK
AR RIKSMEEMFE, USSR RIS . BESERETRE w0 ST
HS” A A7 U e SCPF H %7, iy “BE” Jl BT

-185-



]
U-MAIL VEBE U-Mail, JEBERS iR

¥ U-Mail Enterprises BailsystendEEE
rEEg2ER « |V REREWSERE [ dREE
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1.12 =T U-Malil

Arili “U-Mail FEEEIEIAR” LEHE “RT U-Mail”, W& U-Mail A E.

1.13 BHEHERF

Al “U-Mail FERLEbR” 24 “BEFERAEF ", RPN U-Mail FERL IR

2. HintERIP T H

U-Mail $e4t ik fERD TR, Wl “Aload ek ” [7)25 £ OutLook Express. Foxmail
Fl Microsoft OutLook 252 F i ()38 T 5 o
HAR%E: http://www. comingchina. com/document/umailsynaddr. doc

3. U-Mail FEERFZTH

Arili “U-Mail FEELEIbR” £ “ MM LR, W AT B M ACE Y 25 22 AT 22
TEH. HIOAEMS S LR, BEL AT ORISR ik
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ilE
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SRJE R U b2k “U-Mail EAFREW % 7, HA B LRI S 7%

http://www. comingchina. com/document/umailissuanceofaudittools. pdf
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“ORBETILIE” B A L sl R TR 1 SR SR I ??XLE%IJ%D&IEHJB
o WlBPEP L “iRRE . B I1. AOFREE BANM S8 74T, W] RUE S B A b 7 1 Ik
FOXLEHRAE, R e AT S A B S R A o

VAN TN O B S 0 B8 5 VS o — 5 B {52y SR A 1) - AR PR O B 5, T AN B 2598 o — £
WK AT, e “2il”s

Bl 1 ILPESISPEAR RS YRR DD BN PE RO TELN AL IR T

(D FTIFRGE G4 http://mail.domain.com:10000/ (domain.com #e %, [ & 45 42)

(2) A “2a” HHlPFIT “ AR /)ﬁ%%”

J Wﬁi‘_fﬁ%&! R LiEE JLE_|

DNS Brs MV BREMETERANHED

SR SOFL

S BRI Oz 752 O D =4
BT PR s

ths {1 ML

(3) JHHFF “Bra”
R LOCAL 2416 Al 5 AROROR HilEfY:, REMOTE M4t 2 A5 41 4 i
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&M ERE.
7 f0g From hag 24T MR ke
[ mEToLas [ M HERe P EEER AR R
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[ mERPEEY 2 8BS [ Em—4dEs
[ inRAFEEY 3 LEE [ FFRaLme | Blepe
[© inRAFEEY 4 LEE [ FyRaLmE 2 Blpe
[© inRAFEEY S LEE [ FF RaLmE 3 Blpe
r ﬁnéﬁﬁiﬂf*IEl‘E@ﬁ - ™ WER— AT E 1 BAR:
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—IRIRERATERAE » IDSRAR D E R EhaE R MR TE S 1
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25 © By
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v inREEsLag

(5) wiahi “W&” IER, MATHH GXHEEA YRR WD, #aih i s
TRAFIZAEN o

IR ATHRE » I0FAR EE Rt M St —
[ R LM B IR 7E LOCAL & REMOTE RAZ

INF L SUBIECT dRiEl &5

AR $U-Wail Tebhdmin — ARG

H 5e O pm

EEMET RN EE TS
BERFHE
sz Ell

SR ERT AR E TR 5 LR SRR

(6) 75 “#pfF” XHLEE “MIERILIR 1T

T A PR RRARi
T b
™ BT S

(7) Ir5e)a nidith Ay, BCRWT:

S ESSOR, S
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A $U-Bail Tebhdmin — FTTHEHE
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— #0530

B |spam

.. —ERTE..

I 08 FROM SLELE =1 | Ve b

[ B T0L8E [ A\ beB i FE R B

W Rt [ Bhir BT B T

[T B ccidms I B ELE v -

[T 408 REPLY-TO LEE

M wRAPEEYL 1 485
M RAPEEY 2 k0E
M RAPEEY 3 48E
M RAPEEY 4 48E
M aRAPEEL s &EE
7 SnSaptEras

[ MR & TAETS

™ ik aEan

I© Shisrseais TR P

I En—adEs

™ &L 1 Bispe

I© & BL e 2 Bispe:

I & L mE 3 Bipe:

I BE—i-eL T E 1 Blde

— nmr:

che il o T O Irhr il

— RINAAATERE » IDRAEMT EEEahai i Mgk = Lk
iz FR b MU AR 72 LOCAL & REMOTE AR

R SUBIECT MRtk S5 iEselh
L $EE HPRAE

2. HAHEE

15 “HA R TPRCE A A AT, SRR HAE AR, AT b IR EOR
Rl o R IUTR B A4 SR 25, TR T LA AR 2 )
U-Mail A4 503 B “ A% m CAFEAD7 “AAH (D" f“fmg 5, L

W IR “A%E CRIEN)”, R AL A 6.
BEE R NHIHRFE, Wk N2 aaa@qg.com,

A CRAFAD:

RER AT LFARNS AR AT, AR HEAT S b Al

EEAINCICIIOF

RN H A

BEEAIEIIAS, Wik s test@domain.com (domain.com ¥k A

T4 ), MR HEE R R4 test@domain.com F B A& A He

HEAT [ B A 6
FAs: ERWAES, —BAEAEA.

Bl 1. 48 qq WERTIIA ST 42 5, BILLS g MISHT A6 M2 umail I ANEAT S b

€SN i/l

(D FTIFRGEHE 4 http://mail.domain.com:10000/ (domain.com #e %, [ & 45 42)

(2) #8 “@a” FABRITIT “hiRBrELugds 7, JFiEsE “rAan COkfEA)”
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U-MAIL YEFE U-Mail, JEFERSH R
v

s ~

DHS EE& |Em%#ﬂﬁ%|ﬁﬁi|mwmn|m%|EE$|%5$|
HuimanA T IR \

AR [ 5L

o B ARGt e #############??###############.###########-
e i Custom U-Mail white list, Enter your white list addresses into
Greylisting # wihite list and black list addresses are now file-glob-style patt
BIaEd [ RER P # "friend@somewhere.cam", "*@isp.cam", or "*.damain.net" «
Hutib4m #

(3) 7Egw%E X 354 N\ whitelist_from *@qg.com
VERE: A RTTREENS , #ARUERAER, RN T A A
B: * S AR A A, W= @qu.com 47 go.com B4R KT HSA

(4) rihi PRAFFEHLRN AT
A DR BCERGEER A4 . [FEE, R R R BT T, W rT LAEX 74

AT IMA ST 42 Brp, SRR S A AR A4, AR AR L I IRAE A
2 b i) B b S LA A DU o

3. EXMgH

AR SRR < Ak Rl ISR AZ B, IXFER A EGZ “ Rk KAk b ik
Mo fnfer e He by s = IE R AN (B3 http://lwww.anti-spam.org.cn/AID/795

%1 1: 4 bgf@gsdgfdjdyu.com A £ B 42 5,

(D FTIFRSGEH G4 http://mail.domain.com:10000/ (domain.com #i i [ & i 15%4%)

(2) AE &7 AT “ BRI peas 7, ke “ R

U-MA “_0 RpH 1 BRR

HEdiEs | EIE?—(EiiJ)l EI%?—(W*‘FJU' BEHESA) |

DS BE8 | HEAR AR BE SR | BER | Bayesian | £y | HEE | Bga|

BB SR ‘

HrA AR R L L

SRR T tE LS T EE LSS EEET I E LTI E L ST ELET ST LSS TN
[ L i Custorn U-Mail bilack list, Enter your black list addresses into this file,
(‘Ere\,rlist\ing # White list and black list addresses are now file-glob-style patterns, so
IBINE [ R P # "friend@sormewhere.com”, "*@isp.com", or "* .domain.net” will all work.
HEm #

4% IP Rk # Multiple blacklist_from entries are ok, Also you can put more than one

= # address on a line ke this:

AR # blacklist_frorm *@microsoft.com

=2 ¥

SMTP 3RiE # Example black list entry:

B ERIHRP # blacklist_from *@comingchina.com

-192 -


http://www.anti-spam.org.cn/AID/795�
http://mail.domain.com:10000/�

®
U-MAIL 4 U-Mail, 36 5680
(3) {E4wiEX % A blacklist_from bgf@gsdgfdjdyu.com
R A BOIHANE IS, #PRUUERER, n T AR &A%
B: *SRontREI N TA A

(4) miii PRAFFHLR AT

4. BRAMEEE GFRHLEHD

XN R CRIAMSCA IR AT ) BEAT PR, AR ME . 178 R A Uh BB I 70
{6, WPASE B R R ME e ERE T T DL sh & 25 T 2

R R Z BT, B R A I A R R, iRk 8.0, MR Z IE
WS A T, W BGE ME R i 12,0,

(D FTITRSGEH G4 http://mail.domain.com:10000/ (domain.com # i [ & 45%4%)

(2) #8 “@a” FABRITIT “hiR B ugds 7, ks “ R ka7
E=
A: H M IR BRI M N D B R, S AEAR L N L spam AT
B: G ANME: WS BCE R ME, WA

BRI Pt 2
BEB(ER) | BERMRHA) BEB(EHA)
SEMETES | BET | Bysin | FE | D58 | BES |
w7 O ma

—BERSIEEM
M BREETHRETS R4
BETSIERAMANRRI. SERMNENE T i ST — T S8
Rt LARARY, RS EEE ST W (0.0 - 550.0)

SMTP BRAHIEIE, HEREE ST |12-U {0 = &F)

«= 2.0 - FETEE - BEHEEIRAE

5.0 - f22%, BRAEREAUER

10,0 - - FEREnT - FL B Rl (BRREAEIRE
500,00 - FEERRH T UL AR AR

5. DNS BB 5 (SERfEZH)
SEI AL LY FR RBL, AR VRS “ FLedl gl L 4E i S A4 s E . i
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U-MAIL FEHE U-Mail, T4 5 %
DS ITI SR, 6 BRI 1P M (st o 6 30 B, 0 (M
W R IEAI K

A B N ) TRt “ Spamhaus [ Br s BERZHZ 7 R« [ e b AR 7, R Ty
SN F X AN B e 1 7 v
% 1: A “Spamhaus” Fl <[ B IR AT A4 PR A e

(D) IIFRGE M54 hitp://mail.domain.com:10000/ (domain.com ik H C K115 44)

(2) 7E “224” Al 4T IT “DNS 245

U- MAILQ DNS E& H(DNS-BL)

e T

O m

# %

SASHTETRRE —DNGEL 41

AR TP F AR oNeaL &

SR

Greyisting BUFBltheom S8 [P MR e A,

BT B P STAFAEALY —i, EAMMMEREEA BE, 7 TP EEm i
Mt

4T & 1P R DNS-BL 44! |

AR BRER | i
1P R

(3) 23k “J3H DNS-BL A if]”, #i A\ LIAPIANZHZAN “DNS-BL L4 7 F1 “ B [A] (1) R
7 FAR I IN

(4) Spamhaus 2244 #iff) “DNS-BL 34144 ” 4: zen.spamhaus.org
BLURFIFIREEBEE H9: $IPS listed at spamhaus,see http://www.spamhaus.org/

(5) WERBIRALN “DNS-BL EHL4” A: cblless.anti-spam.org.cn
FEIR A (R BB E A . mail from $IPS refused see http://www.anti-spam.org.cn/

(6) HE W B RFFERIA, sl “LRAE” AR,
DNS 2.4 8 (DNS-BL)
0| wm| sae]

H gz O ms

—DNS-BL =4
V' BF DNS-BL #ih

LR R MRS [P Hi PR .

SHIECFRIEA: —AT, ESEER iR A B, FE SMTP EEMRS.

DHS-BL E#15: |

BEER: |

zen.spamhaus.org, $1P$ listed at sparmhaus,see http:/ fwwew spamhaus.org)
chlless.anti-spam.org.cn, mail from $1P4 refused see hittp:ffwewew, anti-spam.c
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BOE SRR RAT LG % POEARIAIRLE, TFSEm G 1P sk N T 3B Se 47 3%
AL B A, WL HF.

M- (Bayesian)

DU SRR — P BB REMIBOR, 8 A 32 SHA AT A RE RGP B s, A4
FERTIEAT 2 R IR, SR 5> DU Sr 26 o KR40 20 B LT A 2 R S 55 03 MR SR T
DK S N IR AR, A Ui IR S P PR -4 A DL B4

DU SRR RO A2 0 SR S A PR A T AR A P KOS s e e 7 D P B AT 90, 0591
(3 L

Tk 1. O UM

(D FTIFRGE G4 http://mail.domain.com:10000/ (domain.com #e %, [ & 45 42)

(2) #£ “@a” FABRITIT “hiiR g as 7, JFikse “Bayesian” (UL

Hidk @) €] http: //mail. domaizn. com:10000/main. wdn

U-mall

M | B458(Hsh) | E-‘Sﬁ(l&.l_'*)\) | EI%EE]’#J\) |

DMS BEs | HrAB AR ISR | B | Bayesian | R | BHE&E | BEEm |

paralii e S N

s H igw O mi

Fr AT R RER St —Bayesian 432

q:ﬁg,r.rg.&,rﬁﬁu; Bayesian ¥R —MmiHidig, Fleenr . EESrmE LRt

Greylisting 1, BEEATIE], A P 2 2 R SR R T

#IgEE [ RiF P .

HitEFsE] :

il & IP Rk ﬁﬁtt&trﬁﬁm%%ﬁﬁﬁ-ﬂi‘ﬁiﬁﬂfﬂt“—"fE#EFH—w—IJ‘I}J

=i R r | "™

P R =t il getncaaa |

SMTP B . SN N

B R WEE MRS T —inE |D N (0 = k)

SMTP Z &l POP TE IR AT ISDDDD F (0 = FER)

-2 55 & DKIM

SPF & $fk A 1D I BREABEREER ham S

BEHHES
Ao B )3 W M BB AR A Ham SR Tris

HashCash = Hart

gk o PR HEEE T E AL AR AR B FARE TR (false negatives):
|C:\umaiI\F‘uhIic FoldersiBayesian Learning. IMAPY Sparm. IMARY,
T Bk ARt B FENREE (false positives):
|C:\umaiI\F‘uhIic FoldersiBayesian Learning IMAPYNon-Sparm, IMAPY,

(3) 2J3k “JA F VUM e 7327 R RpRE A B BE UL 2 3 7 G0, e B AR R ERIA

(4) AE “WE” LHITHATIT “HE3ofbk”, Ak “ R AR, JEREL IR
BB RIAT . eI sk 2 webmail 1, LSO L2 T 4 A SCfFk.
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U-MAIL® Gz S
e | Eeux|dmume [# @i

e Hier Ony [ EfRm#E

HETHE

B LB AR s

P 7% v s

sy - 8 hrildE g"
e IEE A MAP FPREAL MAP T3, Bt . _

Lz s SENPERAETHE (P Pubics) ;[ [¥ -Bayesian Learning
St

iy T oeEAA. BF. 42 BenEsTtE @ Mon-spam

BpEE S E UMal LB [ Spam

BETH - )

o T BEAHEENARS Ul BPRSEH 8 -dormain.com

(5) JEFE “ NI IR, AR webmail H RIS JLAN SO v EA R C o G 4

Vil B
REIHK

|| sz | A |

Qwe sn i 3 ERAEL Bl
MRS / ETHPEE
Eayesian Learning

Bayesian Learning/MNon-Spam

Bayesian Learning/Spam
domain,com

I o I

(6) fEH P EE ] webmail (s iz, R s LF# 20 2 Spam SCAE, AR DU sy F 805
Mo BRI R
A. Bayesian Learning: — AN XA H 3%
B. Bayesian Learning/Non-Spam: — /] #ix 4> H 5%
C. Bayesian Learning/Spam: 5B 2N 21X AN H ok, B8 DU 2s B 32572811
D. domain.com: XSGR AL, X BRI RS E v LLE

Fvk 2. MR U-Mail 2 8 2% 5 D1k

(1) FERU-Mail a2 2 14 D-r:  http://mail.comingchina.com/webmail/bayes.zip

(2) ¥ ZIP [ 451018 30132 /% 15 1) umail\SpamAssassin\bayes H %, 15445 bayes H 5%
FAHE WA, R E:

THO HE@ HEW EWe TEO #Fho

QFE-O-F | Pax Duux |& 3 X 9| Mm@

Hitk @) 5 C: vanail\Spanhssassinibayes

Bfn - | Fooln | 2R | i AR IEES
;}?_g._gg_;_ _journal | 86 KB It 2011-12-5 9:00 h
[ bayes_seen 81,784 KB O 2011-12-5 9:00 h
[=]bayes_toks T, 256 KB 0t 2011-12-5 9:00 Iy
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i
(3) BRANRGEHEEG, FIIF BB pEas--- V-3 50287 285005 ] Lk o g,
-

uU- MA“-O SrR e aE e - M-y
Hrs | D mis

rBavesian 2

« HCABHEMITIESE

o fIRARTIE )
o M Bayesian 552 —PHRHTIE, ISR, [ETSTiRE_TAaR A RS,
o HretE BEERTTH, LI R R SR .
o BEECELE) P BRI
BEE (Sl
. Eor Eﬁﬁ# A; ek R MO R EE B A 3 3 B T e
o BERL {EHEE) P St A
o EN
+ DS EEnET—kE I A8 (0 = never)
o F#Hl
o B&E TR T 50000 F (0 = no limit)
o I
s Sl W BRI ham BREHAE

£tz BB e T CH B SR 4R Harn 52 107 3%

T EEmEARARY B FAIERE (false negatives):

|C:‘.umai|\F‘ubhc FoldersBayesian Learning, IMAPYSparm, IMAPY,
TR R AR B FRRR R (false positives )

|C:‘.uma||\Dubhc Folders\Bayesian Learning, IMAPYNon-Sparn, IMARY
EE NI RHb WL (R P R

7. K% (Greylisting)

FAF IR M BT NSHIBEE CRCREEI) 5 WA A T3 e
LEHERRE, FRRIERINIE SILRILH RN 1T, WU %% R T i Je
SR T o ARSI 2 B S TR, BT LUK TR A 7T LA BRI

(D FTIFRSGEH G4 http://mail.domain.com:10000/ (domain.com# #i i [ T i 45%4%)

(2) gy “&a” s, HFTIF “Greylisting” BT (K4 HL)

| e | B M | erewistm] EREE | REAP |
H g O my

—Greylst B

Greylisting BB AN IEA G RS B8 R IR HER, L/AE LU RRIR B iR SRz T
fE. Bk ERITR TEAE SR B2 SR RS BEE 4 H.

¥ BH grevlisting ﬁl
[0 .. BRTAxE

SRR 451 34 KETIS) E

TR R P LR GERR greylisting BrEREILR: o

;ﬁgig%&ﬁgﬁ?)\ﬁﬁﬁ@%ﬁg&ﬁiﬁu ml@-ﬁ‘?{{—ifﬁﬂx}%@l

[T % greylisting B84 1P Hehb2-6ER MAIL & RCPT 18)
¥ T greylist 1Bt SPF A ERIEEIEE

I T greylist 3 EE MR RER ) B

W oreylst BRRIERERIRE

¥ T greylist B DERES EA00RE

¥ FEHREAE P MR g

Greyisting AEFHEER IS PRITSEEIEE. EHAE2 A MR R I
B EiREHEEE. B greylisting ERTTEVE Internet HiRERSHEL
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U-MAIL JEFE U-Mail, JEHERS SR
(3) 7 “HERWIA AR 451 5 2 KNI DRI Bl 3 20 BRI T, JCE e
DB

(4) BEEXIEAD “HARY, ATLEERRIEF AR Z “BHA4 87 B, AR ZRIEE
ALK R A AT “ K A48 Dkl .

8+ BrIR MR B

“CRIRHBAERARET BOE B AREIORHE S T H USSR FTEAE A B a7,
Et 4 it@domain.com (domain.com ek H S %) .
JIr VR TR B B st — B, 3 S B A A ik 3 R AR & it@domain.com, Bk st T (1A
HRRABEAT XA RN CUG sl 2R 00Z R I%E 8 R

(D FTITRSEH G4 http://mail.domain.com:10000/ (domain.com #i i [ & 45%4%)

(2) miih “za” $Hla, IFEPHTIT “hiRBFRE P L

BrRIGTHHE B

B igr © miy

r— B An EREER

B AR ARERRE ST TR R TU SR AR AR RO B . SRR R RO 1R 8 e
SERRIRF o R IELE A RRBT T R B2 A AR R IR IR —PIER . IiE
HUHET A A TR R AR AR

FIEF AR A ERETEA R AT LR T A R AR MR L B — LB A BT BREE | F R BIRRE Sl
LR B R B AR AR RS T S e P .

it@dornain.com

¥ $5gi% 1P RITEEhS R RS
IEERTELENET?

(3) HiN it@domain.com J sy “Win” 14, He e REAKE .

9. RIAIEH

BT AL AR AT R P A, TS R AT IS AP Mk AR AT BRAL e B RAE
R A i) 1P Mk PTR Gk 81X 1P Hibibd5 ) (3804, MR BRI B3 44 3t
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B P MR PTR A ZEFPIE “ SIrl it 7 ma 2R 1SP LA
S I B TR BRI EOR, TR SRR WS A% (1 1P MhEdEAT S fiedir,
RARHTARRE) CRIAIE (1 1P bk B AT st 7 R i bie), I8 At

(D FTIFRGE G4 http://mail.domain.com:10000/ (domain.com #e %, [ O 45 42)

(2) fuili “aeh $RHLIR, FEFITIT “ R B 2
(3) ik “YEHIN SMTP HEBNAT R I PTR T4k SEHEHE, JRRAP. JUE BT e
WHT.

R —

| perE | TR B | Greylisting [ REIEE | mEAP

gz O ny

R EEE
FEFF R AREF U-Mal SR FIE LA A 1P S EH i RiEFE BRIt .

VT T R E TR R EE
I mBIRT PRT 1BRMRIE 501 F2HEE (BE)
™ 20F PTR iERIENI51E S01 FREFIER

[ 2R ERITMAIE ( EHTEHHRT MAL Z 53T )

™ £ HELO/EHLD iithiTasst
[ it T (B i 501 FERHHER
™ 0 R —{- 2R E i ok 4 B SRR
7. &% 501 MSHEAD(IE R 451 $#4184850)
I FEEdEE

¥ $ATTE MAIL firs chEiaE
[T iR i (Bt MRS 501 il
IV 0 — 2 B o AR T B 4B TR i
[ B 501 IR HIBEE IR 451 #ISFHD)
T FfEE s

[V R ERHIR4E 2, "X -Lookup-Warning” Btk

EEpLAATTEETRMER _ BE8 |

(4) BEXEAN “HARY, ATLHERERIEH MARZ “BHA4 87 B, AR RIEH
FIERL AR ATEAT “ S ity ZhREAGTI o

B SRARGEARBAT RN TR ASOTTR T R AR, IFHARK 1P fiht B

O T AT, IS A RSB E L2 o0 T 4RI T2 R AR A CRenl i E A A T
RIEA, P LU USRI ISP A8 S i fiehr o

10. SPF

SPF & DNS [1J—Fic skRM (ixt), [A]INth e —Ff S bl S AEEoAR . B T T4 58 A8
A N REFH RSN AT (RIF AT 1P ik 5

sohu.com text =
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=] AR
"y=spfl ip4:61.135.130.0/23 ip4:61.135.132.0/23 ip4:61.135.134.0/23 ip4:
61.135.145.0/23 ip4:61.135.150.0/23 ip4:220.181.26.0/24 ip4:222.28.152.128/25 ip
4:218.206.87.0/25 ip4:221.236.12.128 ip4:203.184.141.0/24 ip4:61.152.234.0/24 ip
4:220.181.69.0/24 ~all"

A FZEOR, R PO (AE 2 1, TR mT LA b 27 35 s O 3 i PR e A N i 3%
WS JF 3 B R S 5 6 25 PR sl A4 AT spf A, SO0 5tk spf A A7 ), AR
S o

(D FTIFRGE MG 4 http://mail.domain.com:10000/ (domain.com #e %, [ & 45 4%)

(2> miihh “2a” 5, JFEFEHTIT “SPR” LI

SPF, & A ID, DK, 1 DKIM

| SPF A ID | JE$S | HashCash |
| DKIM R | DKIM S5 | DKIM 17 | BRI |

1R1F HLiH

—SPF (kA DD

SPF FE A 1D BAEASE AR A AR HI PRA ( S BRI HIdE ) .
[V 5 SPF HilasiETal
[T @EREsEA 1D H5 PRA
2 SPF HIZERI—T FALL S8

I .. &% 550 iR

V. s HhEE
"B CCapproved” ) BRtES B T LSRR S e
{11220 e A IES W ] R U it =) 0.5

A MEIER R A R I i ER. 5 E 15.0

IV gt o 6 A, Received-SPRHE!: &

[T .. %4 SPF 22T mlgs
¥ ¥ ‘v=spfl' BFAFREA 'spf2.0/mfrom,pra’
[T $ERERERTTE SMTP (S5t SR i

— LAIEETR
V¥ ERiFsaiEST SPREMEA D Gk
IEEEE SMTP 81 POP TP BAFSEE".

¥ skBETFArE 1P aoiEeT SPRiEREA ID £
v emurse @F | ase |

(3) 2Jik “fEH] SPF AR AIE TN RIEHE, JFORAr. BB E BRI,

(4) BEXEAD “HARY, ATLEHERRIEF MARZ “B4 87 B, A G EZRIEE
FIERL AR AN TEAT “SPE” ZhReserl .

B SRARGRARBAT DN, T ASOTTR T spf AECAR, I HARIIEA txt idsxkix
BEATHEE, SIS B 4R DA el BOBCR S 1A% SR A R T spf ik (xt)
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11, k34l

FIRAAE ik 7 X e BRI St bk i i, RARBEE R .

(D FTIFRSGEH G4 http://mail.domain.com:10000/ (domain.com #i i [ & i 45%4%)

(2) gy “za” $Hla, FFEPHTIT “Huhbdmd]” L

J’ bt |

H‘LEM| P Eﬁ| a;mm

#F

il

rHAL

HAEmE, (R E-mal dbbdl. siFIE SMTP BT, S BARREMET Ak,
¥ IRMLEAH . ERET P A E RS,

M |A\I Darnaing 'l

7 = il et
I 4R PR BATRIE A,

Ernail address: ATELERD "*@domain.com” & "@2e2.com” #iER .

#m

il

(3) F AT EAE L, Jf . e B E R BRI .

12, BAFE#

TR BEAS 1P HuhE =

IEEIIERR RS 2%, TT R BEIIREN) < B hBFik, BRIETT R 19

(D FTIFRSGEH G4 http://mail.domain.com:10000/ (domain.com #i i [ T i 45%4%)

(2) gy “za” Hln, IFEPHTIT “ShABrk” L
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| ksl | E00R | P R | SR
BE Omn

— B=h IP Bl

s R T RS T A SRt e T . IR AT AR - MRS
SR EN 4 AR B RNERET AT

W R _ose &)
SEkisaE ROPT SR

I s s wlE aw

[ e T S CR
wibwe s 10

I 08l P RlERE SMTP &%

W o e SRS AR A

13, [ e Ry

WERAE 78 A CHBFA R IE AR IR, WA “ S i Gy ThRETT R, BRABCH
TFIR DI RE, BEBUZ RN B

(D FTIFRSGEH G4 http://mail.domain.com:10000/ (domain.com #i i [ & i 45%4%)

(2) il “2a” Bl )a, FHEPEFIT “RMEUHRY” I (2 AN AT B )
IF B | SMTP BE | RERBiE® | SMTP 27 POP | MR |
mr O m

B E R

FRAR R R R (AL (R ER R PR A S R A EATRERERT
LR EEa. B e, SshEs , REERE.

I BRE AR
I 164052 P (AR R TR

EERA PR ER N RRNER T EA . BREEET T R

14, IP Rk

FILAE “IP JRii” AP E DR 1P b E R MR R 2T

(1) BANFTELR P sk, Jf sidndsin. BB L EBOANITT,

AN
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H re O @iy

—IP Rk

1P B HEE A R0 1P FEEEHEERNIERE 1P R 1. I0R p =D, RIEWrE
2 BRECE SIS A SR T LR R Tk AT

R A |

IE42 IP: CIDR {280E , HERAF *f - R #.

@ ITH2 P HRREER

O R P TREE

| =

ATERA IP BB
* FELH P TEEBIEH P
RN P THEEETI A 1P

15. EHLFERK

FTLAZE “ EHUGRAR” s B RO BN E LRI R &

(LD ATFER R NI, FFdasim. e E i ERA ],
N

| S | R | = R | R
by ©mag

[ EALRE

AR T EA A ANE PTR ZER (I0RHF ) B HELO/EHLO (B 5 H A E#HT
EEE.  IDREBIITED » MNZER RS A R E R AU B L.

FH IP: |4l 1IPs -

IEFEEHL 192,168.0." & 192,168, " 1 iBERF AT A.
B & MECEEaAE.

O TR AR
O EARE TR
| B

L
A R AR LA
® FE S AEAERBILE 1P
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1. RTKE

1.1 RIEHRAF R R B RE
1.1.1 A OutLook. FoxMail Z% F 8k R 3%

Outlook %/ fii v A LIE L DNS Al 5585 AT AL MBAF R 55 ds it bt —  HEH AR M
Frastt) 25 4l — SR HAIIE — AOXMBPERIRCE AR ST As — HEPERSS AR AL B — HRfF
JIR 55 A MR AR WA 2 T2 805 BT I MX s — BRI S IS 1 i 55

1.1.2 {§iFH Web &/ i &%

Tkl Web R, SERCEHRRAIE — AR MEAE RIS S5 4% — MR 55 # AR AL 15 i
ZRMRNTIZIE MX Aok — SERRIAS & S IR i 55 s

12 PRI fEHT

EGIBA AR MR, F BT U NIRRT 1 MX S A, IR IR
2 MCKMP T O T84 (AT WL SR AR IE R, A4 ] USRI AR MEAF 2IE X 75

AT MXCORT A GC SR Jr 30 /5 2 WP NPk 5545 7 1) 25 S 1, X LA 4B A
IS T3 W 55w 0 25 g B AN o AT 7 AR S545 (1 25 S I IEH, AR DU AR A F
BIEXS T

VE: WURFRENNL A R, BRI T

1.2.1 WA MX gz

(1 ATFF “FHh---1z17---emd”, FT a2 3Enfid 1, Jed A nslookup, #RJEHIA set
type=mx, FEHEMANENIENA GXHLL comingchina.com 342 441, K.
C:*~Documents and Settings“HP>nzlookup

Default Server: nz.ssptt.net.cn
Address: 202.96.134.133

> et type=mx

» comingchina.com
nz.szptt.net.cn
2082 .96.134.133

Mon—authoritative answer:
comingchina.com M preference = 18, mail exchanger = mx.comingchina.com

(2) QIR BL LR AT ARG MX Rk, 4 FFEs

comingchina.com MY preference 18, mail exchanger mx.comingchina.com
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1.2.2 Pk A e

(D) ATH I U ---184T---cmd”, F] FF A SHL7RFF A 1, Je%i A nslookup, 28 f5 %\ set type=a,
PN mx il “mail exchanger =" JEI{E, Wi FE.

> set type=a

> mx.comingchina.com
Server: ns.szptt.net.cn
Address: 202.976.134.133

Mon—authoritative answer:
Mame = m¥.comingchina.com
Address: 282.185.113.145

(2) WFHBAHN 1P #idl, RPN A ST, W FE:

Mame = mx.comingchina.com

Address: 282.185.113.145

1.3 PR SMTP &% 1
1.3.1 AN 7 R4S 28 B3 O

MR AF A& S A Y 25 B Y, BT RS54 00T 7 25 S, WEARARST SR E A K, A
AL s A RS o I AR 5

(D) TIF “TFUf-—-1817---emd”, IS4 FF % 1, % telnet mx.comingchina.com 25
HATIRR, W F K
VE: telnet J5 TH M ZIEH “mx iC kMY mail exchanger =7 [R{H, &3 a id K fEAT
okt 1P Huhk.

C:*Documents and Settings~HP>telnet mx.comingchina.com 25

(2) QURRBIRERAME R, A Zeomim 2, WK,

228 ESMIP READY

1.3.2 Pk U-Mail BRHEARSS 28355 O
MRS 2% 25, 110 2535 11: telnet 127.0.0.1 25
telnet JIkZ5#5 N 0 1P Hitik 25
telnet 45 %528 W IP bt/ 44 25

IEH Bt R

¢t Telnet mail. comingchina. com ¢ Telnet mail. comingchina com

228 ESMIP READY +0K POP READY
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1.4 HEEFEFHE

MR AR R i R e AR TR H v, RIEnT DURIE 25 H SOk H ok ki . H &S0
F umail 3 HE NI logs FHX K Cumail/logs), R H & SCE4LL SMTP session
successful X&) -

EHES, WA A gk “—7 REIRTT RS A AL LA X7 B I, WA T Ae &2k
=7 RN TT RIEBARTT G B

DB LA “HNR IR “ N BRIREE” R “ IR N AN T .

1.4.1 “AhREME (HiE)” BEBEESER

MRfFAN R B RE, HE RS b R

SMTP-(in)— AntiVirus( 2 J% 75 £ l) —*AnuSpam (B ki) —Content-Filter (A%
U2 —Routing (#H1) —SMTP-(out).

{H—f 5 E SMTP-(in)—~SMTP-(out) R AJ, TE4HL IR 40 .

(1) BRI RN MBFEBA W RN O T, IR “ R ANk« N Rk A
“ORGESTA] 7

(2) HEX umail/logs H% T .

(3) TFF4 K smip (in) HE&, JHZRGER “Ctrl+F” 50 “Zidf--- A4, F Al A nk
RAENBEAT A4 ORFIRURFA] D o

21|
HFIMF H): Iumailtest@lZE.com
5H BiH
FESXAE O (r‘ BEW ¢ ETO

(4) LUF & smtp CGin) HGMEARD T
Wed 2011-05-04 10:52:41: ----------
Wed 2011-05-04 10:52:50: Session 2885; child 1; thread 6648
Wed 2011-05-04 10:52:50: Accepting SMTP connection from [127.0.0.1:1122]
B 127.0.0.1 AL AR .

Wed 2011-05-04 10:52:50: --> 220 ESMTP READY

Wed 2011-05-04 10:52:50: <-- EHLO U-Mail

Wed 2011-05-04 10:52:50: --> 250-mail.comingchina.com Hello U-Mail, pleased to meet
Wed 2011-05-04 10:52:50: --> 250-ETRN

Wed 2011-05-04 10:52:50: --> 250-AUTH=LOGIN

Wed 2011-05-04 10:52:50: --> 250-AUTH LOGIN

Wed 2011-05-04 10:52:50: --> 250-8BITMIME

Wed 2011-05-04 10:52:50: --> 250 SIZE 0

Wed 2011-05-04 10:52:50: <-- AUTH LOGIN

Wed 2011-05-04 10:52:50: --> 334 VXNIcm5hbWU6

Wed 2011-05-04 10:52:50: <-- bmFuY316aG91QHp5bC5uZXQuY?24=
Wed 2011-05-04 10:52:50: --> 334 UGFzc3dvemQ6
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Wed 2011-05-04 10:52:50; <-- ******
Wed 2011-05-04 10:52:50: --> 235 Authentication successful
U-Mail IBF RS- E S RS R R

Wed 2011-05-04 10:52:50: Authenticated as zzz@comingchina.com
Wed 2011-05-04 10:52:50: <-- MAIL FROM: zzz@comingchina.com
KA N2 zzz@comingchina.com

Wed 2011-05-04 10:52:50: --> 250 <zzz@comingchina.com>, Sender ok
Wed 2011-05-04 10:52:50: <-- RCPT TO: <umailtest@126.com>

Wed 2011-05-04 10:52:50: --> 250 <umailtest@126.com>, Recipient ok
Wed 2011-05-04 10:52:50: <-- DATA

WCEE A umailtest@126.com

Wed 2011-05-0410:52:50:Creating tempfile(SMTP):e:\umail\queues\temp\md5003945.tmp
Wed 2011-05-04 10:52:50: --> 354 Enter mail, end with <CRLF>.<CRLF>

Wed 2011-05-04 10:52:50: Message size: 151764 bytes

B MR R I 7R

Wed 2011-05-04 10:52:50: Passing message through AntiVirus (Size: 151764)...

Wed 2011-05-04 10:52:50: * Message is clean (no viruses found)

Wed 2011-05-04 10:52:50: ---- End AntiVirus results

Wed 2011-05-04 10:52:50: Passing message to SmtpHook plugin

Wed2011-05-0410:52:50:fnSMTPMessageFuncNowprocessing:e:\umail\queues\temp\md50
003940045.tmp

Wed2011-05-0410:52:50:Messagecreationsuccessful:e:\umail\queues\inbound\md50000104

217.msg

Wed2011-05-0410:52:50:-->2500k,messagesaved<Message-1D:1ED6394AFE03482980C5
D258864BD8A5@IBMX61>

Wed 2011-05-04 10:52:50: <-- QUIT

Wed 2011-05-04 10:52:50: --> 221 See ya in cyberspace

St oksall

Wed 2011-05-04 10:52:50: SMTP session successful (Bytes infout: 151916/435)

Wed 2011-05-04 10:52:50: ----------

W Jn s SMTP session successful AR A in H &2 s Dh ity CRIIRAR CL2 il Kk
FIZAESD, $ P KEF outl HiE.

(5) % smtp (in) H& R “SMTP session successful” #4%F, A& smtp (out) Hi.
(6) FTFFMRM) smtp Cout) H&, FFIgthffd “Ctrl+F” 8 “4idf---A47. AR A
BURAT NBAT AR O FRUKTTE]D 6
(7) LAFAE smtp Cout) HAER HAK .
wed 2011-05-04 10:52:47; ----------
Wed 2011-05-04 10:53:04: Session 2888; child 1
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Wed2011-05-04 10:52:52: Parsing message <e:\umail\queues\remote\pd35000136919.msg>

Wed 2011-05-04 10:52:52: * From: zzz@comingchina.com

Wed 2011-05-04 10:52:52: * To: umailtest@126.com

Wed2011-05-0410:52:52:*Subject:=?gh2312?B?Rnc6IHt TcGFtP30gUmUGBICCxsbqj1sG38
Mm9IL4yOsqgvzEvW3S/J7tval A==?= =?gb2312?B?s/bYm8G/?=

Wed2011-05-0410:52:52:*Message-1D:<1ED6394AFE03482980C5D258864B@1BMX61>

RAFNS WA REEE R

Wed2011-05-0410:52:52: Attempting SMTP connection to [126.com]
Wed 2011-05-04 10:52:53: Resolving MX records for [126.com] (DNS Server:
61.144.56.101)...
Wed2011-05-0410:52:53:*P=010S=000D=126.comTTL=(55)MX=[126mx01.mxmail.netea
se.com] {220.181.15.138}
AT A ) MXadsk s Al (XL 126.com)

Wed 2011-05-04 10:52:53: Attempting SMTP connection to [220.181.15.138:25]

Wed 2011-05-04 10:52:53: Waiting for socket connection...
Wed2011-05-0410:52:53:*Connectionestablished(192.168.1.183:2612 -220.181.15.138:25)
Wed 2011-05-04 10:52:53: Waiting for protocol to start...

A5 W g5 w1 25 i 1

Wed2011-05-0410:53:01:<--220126.comAnti-spamGTforCoremailSystem(126com[201010
10])

Wed 2011-05-04 10:53:01: --> EHLO mail.comingchina.com

Wed 2011-05-04 10:53:01: <-- 250-mail

Wed 2011-05-04 10:53:01: <-- 250-PIPELINING

Wed 2011-05-04 10:53:01: <-- 250-AUTH LOGIN PLAIN

Wed 2011-05-04 10:53:01: <-- 250-AUTH=LOGIN PLAIN

Wed2011-05-0410:53:01:<--250-coremail LUxr2xKj7kGOxk117xGrU710s8FY2U3Uj8Cz28x
1UUUUU7Ic210Y2UrU5JizUCa0xDruuuUj

Wed 2011-05-04 10:53:01: <-- 250 8BITMIME

RAETT WA R Ge AT 7 MR R GE ) — 2848 T5 R

Wed 2011-05-04 10:53:01: --> MAIL From:<zzz@comingchina.com>
Wed 2011-05-04 10:53:01: <-- 250 Mail OK
Wed 2011-05-04 10:53:01: --> RCPT To:<umailtest@126.com>
Wed 2011-05-04 10:53:02: <-- 250 <umailtest@126.com>... Recipient ok
Wed 2011-05-04 10:53:02: --> DATA
Wed 2011-05-04 10:53:02: <-- 354 Enter mail, end with "." on a line by itself
Fak 2 W A2 umailtest@126.com, I HAEZEZ A A
Wed2011-05-0410:53:02:Sending<e:\umail\queues\remote\pd35000136919.msg>to[220.18
1.15.138]
Wed 2011-05-04 10:53:03: Transfer Complete
Wed 2011-05-04 10:53:04: <-- 250 2.0.0 p441Im7L013317 Message accepted for delivery
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Wed 2011-05-04 10:53:04: --> QUIT
AUEEIEEE, FRAAZ MR SR A

Wed 2011-05-04 10:53:04: <-- 221 2.0.0 ssg2 closing connection

Wed 2011-05-04 10:53:04: SMTP session successful (Bytes infout: 505/152474)

Wed 2011-05-04 10:53:04: ----------

W g5 5 7 SMTP session successful JE &I L& ik it 1, & Bkt Jr
g4 T .

(8) Wi smtp Cout) H& Lz~ “SMTP session successful” 745, HLAACKIBAEC Tl &%
BEN I MR AT K 4 E N T

1.4.2 “WEIME (N7 BEEESE

MRAE N ORGSR Bk, HEME S PR

SMTP-(in)---AntiVirus( 5 Js £ &7 l)---AntiSpam (S b7 346l ) ---Content-Filter (P 2%it
JELSHI) ---Routing (% 1)

H— A H SMTP-(in) B AT, PE4IL IR T

(1) FEMNIIEMBAF 5 I BATEIIE 0L T o TR “ AR NHBEE " U NHbHE” F <k
IR,

(2) #EAN umail/logs H% T .

(3) TFF4 KR smtp (ind HE&, JFHLRGER “Ctrl+F” 50 “Zidf--- 247, F Ak A sk
KA NBEAT A ORFIRURFA] D o

HFIMF H): Imailtest@lZE\. com
el BRiK

T'Eﬁi$§@)’}‘ﬁim3t?ﬁTmJ

(4) BLRSZ smtp CGin) H &M B AR
Wed 2011-05-04 10:49:51: ----------
Wed 2011-05-04 10:50:28: Session 2752; child 1; thread 79944
Wed 2011-05-04 10:49:54: Accepting SMTP connection from [93.152.162.153:4443]
Wed 2011-05-04 10:49:54: --> 220 ESMTP READY
Wed 2011-05-04 10:49:55: <-- HELO 126.com
Wed 2011-05-04 10:49:55: EHLO/HELO response delayed 10 seconds
RAL T EE DA IS5 2%

Wed 2011-05-04 10:50:05: --> 250 mail.comingchina.com Hello 126.com, pleased to meet

Wed 2011-05-04 10:50:06: <-- MAIL FROM: <umailtest@126.com>

Wed 2011-05-04 10:50:06: Performing IP lookup (126.com)

Wed 2011-05-04 10:50:06: * D=126.com TTL=(60) A=[207.155.222.58]

Wed2011-05-0410:50:07:*P=010S=000D=126.comTTL=(60)MX=[126mx01.mxmail.nete
ase.com]
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Wed 2011-05-04 10:50:07: * D=126.com TTL=(52) A=[207.155.222.58]
Wed 2011-05-04 10:50:07: ---- End IP lookup results
R RAT N MX Adz 5 Addsg GXHLZ 126.com)

Wed 2011-05-04 10:50:07: Performing SPF lookup (fujibedford.com / 93.152.162.153)
Wed 2011-05-04 10:50:17: * DNS: 10 second wait for DNS response exceeded

Wed 2011-05-04 10:50:17: * Result: none; no SPF record in DNS

Wed 2011-05-04 10:50:17: ---- End SPF results

Tl A A I 344 1Y) SPF idsk,  SPF & —Ii B B

Wed 2011-05-04 10:50:17: --> 250 <umailtest@126.com>, Sender ok
Wed 2011-05-04 10:50:18: <-- RCPT TO: zzz@comingchina.com
MR A A3 Bl Huhik

Wed 2011-05-04 10:50:18: Performing DNS-BL lookup (93.152.162.153 - connecting IP)
Wed 2011-05-04 10:50:18: * zen.spamhaus.org - failed

Wed 2011-05-04 10:50:19: *  cblless.anti-spam.org.cn - failed

Wed 2011-05-04 10:50:19: ---- End DNS-BL results

X RAF A T 1P HbEHEAT DNS-BL R, 3t — T s B 3 B R

Wed 2011-05-04 10:50:19: --> 250 <zzz@comingchina.com>, Recipient ok

Wed 2011-05-04 10:50:23: <-- DATA

Wed 2011-05-0410:50:23:Creatingtempfile(SMTP):e:\umail\queues\temp\md5003858.tmp
Wed 2011-05-04 10:50:23: --> 354 Enter mail, end with <CRLF>.<CRLF>

Wed 2011-05-04 10:50:24: Message size: 585 bytes

KAV RIL AT F] U-Mail

Wed 2011-05-04 10:50:24: Performing DKIM lookup
Wed 2011-05-04 10:50:24: *  File: e:\umail\queues\temp\md50003939858.tmp

Wed 2011-05-04 10:50:24: *
Wed 2011-05-04 10:50:24:
Wed 2011-05-04 10:50:24:
Wed 2011-05-04 10:50:24:
Wed 2011-05-04 10:50:24:
Wed 2011-05-04 10:50:24:
Wed 2011-05-04 10:50:24:
Wed 2011-05-04 10:50:24:
Wed 2011-05-04 10:50:25:
Wed 2011-05-04 10:50:25:
Wed 2011-05-04 10:50:25:

s W Ntk el

Wed 2011-05-04 10:50:25:
Wed 2011-05-04 10:50:25:

Message-1D: 33e28m71s90-59713048-350k4s35@tdmrdei
* Result: neutral

---- End DKIM results

Performing DomainKeys lookup (Sender: umailtest@126.com)
*  File: e:\umail\queues\temp\md50003939858.tmp

* Message-1D: 33e28m71s90-59713048-350k4s35@tdmrdei
*  Querying for policy: 126.com

* Querying: _domainkey.126.com ...

* DNS: * Name server reports domain name unknown

*  Result: neutral

---- End DomainKeys results

Passing message through AntiVirus (Size: 585)...
* Message is clean (no viruses found)
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Wed 2011-05-04 10:50:25: ---- End AntiVirus results
R A 5 3 sk SR g MR A 1R AT s g AR

Wed 2011-05-04 10:50:25: Passing message through Outbreak Protection...

Wed 2011-05-04 10:50:25: * Message-1D: 33e28m71s90-59713048-350k4s35@tdmrdei

Wed 2011-05-04 10:50:25: * Reference-ID: fgs=0

Wed 2011-05-04 10:50:25: *  Virus result: 0 - Clean

Wed 2011-05-04 10:50:25: * Spam result: 1 - Clean

Wed 2011-05-04 10:50:25: * IWF result: 0 - Clean

Wed 2011-05-04 10:50:25: ---- End Outbreak Protection results

Wed 2011-05-04 10:50:25: Passing message to SmtpHook plugin

Wed2011-05-0410:50:25:fnSMTPMessageFuncNowprocessing:e:\umail\queues\temp\md5
0003939858.tmp

ESswamaliag sl

Wed 2011-05-04 10:50:25: Passing message through Spam Filter (Size: 585)...
Wed 2011-05-04 10:50:27: * 3.0 MDAEMON_DNSBL MDaemon: marked by
MDaemon's DNSBL
Wed 2011-05-04 10:50:27: * 0.7 DATE_IN_PAST_06_12 Date: is 6 to 12 hours before
Received: date
Wed 2011-05-04 10:50:27: * 3.1 RCVD_IN_XBL RBL: Received via a relay in
Spamhaus XBL
Wed 2011-05-04 10:50:27: * [93.152.162.153 listed in zen.spamhaus.org]
Wed 2011-05-04 10:50:27: * 1.0 RCVD_IN_PBL RBL: Received via a relay in
Spamhaus PBL
Wed 2011-05-04 10:50:27: * [93.152.162.153 listed in zen.spamhaus.org]
Wed 2011-05-04 10:50:27: * 3.0 URIBL_BLACK Contains a URL listed in the
URIBL.com blacklist
Wed 2011-05-04 10:50:27: * [URIs: penisbigmiracle.ru]
Wed 2011-05-04 10:50:27: ---- End SpamAssassin results
Wed 2011-05-04 10:50:27: Spam Filter score/req: 10.90/12.0 CHiIfii (437N T J5 I 153
Wed2011-05-0410:50:27:Messagecreationsuccessful:e:\umail\queues\inbound\imd5000010
4212.msg
Wed2011-05-0410:50:27:-->2500k,messagesaved<Message-1D:33e28m71s90-59713048-
350k4s35@tdmrdei>
Wed 2011-05-04 10:50:28: <-- QUIT
Wed 2011-05-04 10:50:28: --> 221 See ya in cyberspace
TSEHBPER A PP LD

Wed 2011-05-04 10:50:28: SMTP session successful (Bytes infout: 764/395)

Wed 2011-05-04 10:50:28: ----------
I 5 JE s SMTP session successful A6 W B LE L2 B S T, C & Bk 4 AR
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U-MAIL’

e U-Mail, 16455 i it

143 “WHRENW” HEBEELR

P AR S (R S A e, HEMSDRE:
SMTP-(in)---AntiVirus(Jz Jy £ 45 ) ---AntiSpam (i 57 5l ) --
JEZSKM)) ---Routing (% 1)
B FH SMTP-(in)EI AT, VRN B R

-Content-Filter (N %53t

(1D NS WA WRIFEOL S, EICE R ARIE”, et Atk Fn“ ks
i3 ] R

(2) #EAN umail/logs H%F .

(3) FIFFH R smtp (in) H&, FEFEBaEm “Ctrl+F” o “4iih---r4k”. HAUEE Aok
KA NBEAT A4 ORFIRUNFA]D o

(4) LUFAE smtp CGin) H&EMHAR ST

Fri 2011-07-22 17:33:47:
Fri 2011-07-22 17:34:40:
Fri 2011-07-22 17:34:40:

Session 100; child 1; thread 2372
Accepting SMTP connection from [127.0.0.1:1921]

R 127.0.0.1 At A AE 1 o

Fri 2011-07-22 17:34:40:
Fri 2011-07-22 17:34:40:
Fri 2011-07-22 17:34:40:
Fri 2011-07-22 17:34:40:
Fri 2011-07-22 17:34:40:
Fri 2011-07-22 17:34:40:
Fri 2011-07-22 17:34:40:
Fri 2011-07-22 17:34:40:
Fri 2011-07-22 17:34:40:
Fri 2011-07-22 17:34:40:
Fri 2011-07-22 17:34:40:

--> 220 ESMTP READY

<-- EHLO U-Mail WebMail

--> 250-domain.com Hello U-Mail WebMail, pleased to meet
--> 250-ETRN

-->250-AUTH=LOGIN

-->250-AUTH LOGIN

--> 250-8BITMIME

-->250 SIZE O

<-- AUTH LOGIN YWFhQGRVbWFpbi5jb20=

--> 334 UGFzc3dvemQ6

L FFFKKK

HEPEHR 55 o (K — LA IESE R GUA5 R

Fri 2011-07-22 17:34:40:
Fri 2011-07-22 17:34:40:
Fri 2011-07-22 17:34:40:
Fri 2011-07-22 17:34:40:
Fri 2011-07-22 17:34:40:
Fri 2011-07-22 17:34:40:
Fri 2011-07-22 17:34:40:

--> 235 Authentication successful

Authenticated as aaa@domain.com

<-- MAIL FROM: <aaa@domain.com> SIZE=880
--> 250 <aaa@domain.com>, Sender ok

<-- RCPT TO: <test99@domain.com>

--> 250 <test99@domain.com>, Recipient ok

<-- DATA

KA N FEaaa@domain.com, B A S test99@domain.com

Fri2011-07-2217:34:40:Creatingtempfile(SMTP):c:\umail\queues\temp\md50000000005.t
mp

Fri 2011-07-22 17:34:40:
Fri 2011-07-22 17:34:40:

--> 354 Enter mail, end with <CRLF>.<CRLF>
Message size: 882 bytes
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Fri 2011-07-22 17:34:40: Passing message through AntiVirus (Size: 882)...
Fri 2011-07-22 17:34:40: * Message is clean (no viruses found)

Fri 2011-07-22 17:34:40: ---- End AntiVirus results

X WA AT 5 s 75

Fri2011-07-2217:34:40:Messagecreationsuccessful:c:\umail\queues\inbound\md50000000
004.msg

Fri2011-07-2217:34:40:-->2500k,messagesaved<Message-1D:WorldClient-F20110722173
4.AA34400003@domain.com>

Fri 2011-07-22 17:34:40: <-- QUIT

Fri 2011-07-22 17:34:40: --> 221 See ya in cyberspace

Fri 2011-07-22 17:34:40: SMTP session successful (Bytes in/out: 1033/415)

Fri 2011-07-22 17:34:40: ----------

W R dy JE 7 SMTP session successful ABWIHEA; O IR R ) T, X7 2le sl

1.5 BAFIEFEFHE

W#E’JW&A% S RAS, A BAZI AT LLSITE B (2 AR AR A5 B (2 AEA - A
ﬁ?ﬁﬁ?‘i%ﬁ%@\ﬂ, R P

1.5.1 #iE “umail/queues H3x” BE

(1) #TFFBAFI H 5% umail/queues (umail %%z H 3% R ¥ queues 1~ H k), #BABIIAE
AT RE H -
Inbound (AEEBAFD: AR Bk (1 FI A3 A Al outllook 5525 7 oy 1 [a] b &
peStolHFES
Local (AHARAZD: A4E &1 A 3 ke (0 MR AL AR A A 326 P s
Remote CGZFERAFI): G A 7 41K g1 F
Retry ERABAF: 6 i T-H RS R X I (7F remote A H 5 R
Bad (JRBAF): WHEZ Kb hilft:, sk Joibibork A5
Holding (LREFRAFND: MHBAEAREYE SO sE . R, WA IESS AT H R Ab B BL
MR A O R R AR T AN R I 2 $i 1] Holding BA 1
Raw CRALFEPAFID: (L6 RS A 3= 2L A4

(2) W] LIRSS A A S, Rl =R oA
“REIRME (NBD” PAFIZLEPE:  Inbound ()\J&EB}\@J) —Local (A%
“HRRARME (G BAFIZLE B E:  Local (AHuBA%)) —Remote GZEFEBA%1))
“HEERARNIT (KBR)” BAFILTSE:  Local (AHLBAF)
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152 i “BAIVE S EH BRI

A RS A T A “U-Mail FTREPR”, R “PATIE BAR SIS, IR AW
W N GRESUER 7, BPEBAE umail/queues H sk AFE )

45 U-Mail BA RIS,/ IR TR [Power By U-Mail]

HEEBAA | eEe | BRme | 2F |

: IthERR e
L@ HIEA A (1B0) mdS0000000020. msg. 7?532312'«’13? STy TIiy.
- EIABAFI ) mdS0000000021 . msg Vidutua” <qrejzlijz
L RERAS o) mdSO00000002E. msg =PGR3 STEVESH DS,
| RE LR ) 50000000023, msg yhruyiuyiB532163. com
i mdS0000000024. msg =7GEZ3127E 7y frSdrrFl
H *ﬁ%ﬂén@; @ mdSO000000025. msg _76323127575:thun»,1_
R ) mdSO000000026. msg =7GE23127B%vE ..
EmiEio mdS0000000027. msg "Lapmec” Gruwachie d
i mdS0000000025. msg riyrdzohzdhiiyahoo
APaR 50000000029, msg T e
mdS0000000030. msg "Suyej” <yehmqvalipty..
mdS0000000031 . msg =7GE23127B7 tPovslylo
mdSO000000032. msg =7GE2Z3127B71 cXFylinsT
pdSO000000013. msg =7GE23127B7 {PrATb3 s, .
pdS0000000014. msg =?GB231 27B 7w dY J5/ET0
pdSO000000015. msg hfxdgdklpsgsfviciana
pdSO000000016. msz abdul jochnnyfroffacl. com b, vym
< | =]
IR

16 BEHFBCRBIR
161 EREREERE (W8 - REFRE

(L FRBEHEE (admin), 7E “HBFTE B KB <A A8 3 JFEHe e
BEEMN 4 B, WhAE:

HEPHERIS B

+ HiFREEHRIT
« WIITEERRAPERE
+ RIEIEER

BEEE

+ BRERPEE

e
ke ER P

« MEFMAEFP
« HMEEEREP
« MERERREFP

(2) FTIHES T I A, R “HRAFCR AR IR 5 R AT e B R AR
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& S Ak

thPEW: | testdomain.com
BRI (oD TRMcEHo3):
LA

BEEEE [100 (M) iE IO MUATRRH
FESEETE: 100 (M) i 0E 0 e
mrEis: [WEER 7
SWERARER: [EEFEES =
HEEHCEPR: [ s A FEE v
HSMEE: &1 (BAKE 106, 10" FDE")
5. ¢ 8 Cx%
HEREIT: ﬁg'f;q%gﬁ % -
FBHRHPIR :  [ERA IR =
Wi |

162 EERGEHEGRE (4D

(D) BRXAGEMGH (system), gidli “F3HR---K 7 FEBEBFERCENH 1% “Y0
7 FH, W NE:
U-mMAlIL’
g

| [Ap [# (REE

- y Ern domain. com system
domain.com 21
testi domain.com Mz

" testll domain.com #E11

" testll domain. com #E12

(2) Al “BR&” IR, RIATER iz 3T AR B, W R
0 X E RS LR umail/app T Guardian.dat 324

—MepiEE — PR
T ST SNER B ME
o PEHAEE
o IMAP ISR .. B BRI
. SEEES | i
. 3E
o BRE
« 5@
o MultPOP
. B5 5
MFAEABROAEE S
|Eesh =
-

[T WS T Eitan e S R
- BRAEEIT R P A —T

[ B
G|

MRUETBRHE

[t =
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17 BREEBHERAERGER, Al AhAa?

ANBEWC B B LA SR B

(L) MX IC BT 5% o 180T LU IX 45 Ay 2K — R AR 138 44 g B 2 75 1E A < nslookup
-gt=mx yourdomain.com

(2D 3 IR o 7 SO FIR 25 52 JECTE A 0, 3R 2o B b 22 40 1P i
IS 3] A 0 FRT IS A2 R 5545 o R RT AL B0 0 B AT g2 00 kit 11 IR SR 2 54047+ telnet 1P
Mkt 25 JEAAT WA .

(3D« B KA BATTTI 25 i 1o B0 SRR A FR G822 A7 7 K BE B SAT B K i
— & /D EIIFRL 25, 80, 110 %ijl .

(4) EHEITRAZARZHAT, BAIILE umail 222 H 3% T queues H ko

1.8 RMEBMERF R aEM, Ak, wA?

(L. 2B KEE, IRSSHEFLAR M 25 Ji H
(2). DNS L, ARefdbTxl g4
fif vk pik: i DNS JR454%. #ihn: 202.96.134.133 202.96.128.68 i j& A
Hi{ ¥ DNS
(3D MEPERR S5 16 1P bhE A7 A8 X (6 b S M P s PE Y, S BN
fiE I piE s RO i A R 55 2 AP IR R, R T SR (B s IR 4R SR
WA EEN OL, K 1P bk A ECH e b 2Bk U-MAIL Ak iz
O W E T BRSO LRIE, RIEIEERIRSS 48 1P LEXT 7 1) B 4% H,
S A2 R R AN 15
(4D MISPEART B 0 s P e e 9 RN
Bl W4 MX DRSS A 1P ICSRANRF s A R SS 7 0 F— s A A
MX L SR A7 A -
(5) X7 MBAF 25 0] Cidh o AN AE
(6D 5% 7 IS A ik 55 o4 B A i - ) 2 B it
(7 KRR AR IR &
(8) KB & AL MBI KN R A 77
(9) KA mEAG 25 I AT U, @ s A i IF Ho B 7 &40 A A i i,
webmail 3% HBLER 2 2 M
(100 EHEBYI T EAREIRZ I, BAFITE umail 222 H 5% T 1) queues H k.

B, WL, HABEIRE, BF log ST IR BT .

2. *TF WebMail

2.1 11S i & WebMail
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U-MAIL e U-Mail,_ 644 6

WebMail 7t U-Mail 223 2 FZhC B A, AR b T & A A BB e 4, WL
% MR gL BT HE A

2.1.1 Windows Server 2003 Bt & WebMail 4 55
(1) AEARS 2 AR “Fm ™ Bbs, & S H#” ST “THEAGE PRE 107,

e “ARMH P FA---H P g 2 AkS: umailweb. umailmysgl, % 4 7E
umail/readme.txt 3Cf Cumail 223 Hs& ~) 1, W N

O s [ E

= r#o ®Ew ZEW @00 FHo | =l x|

=N E R =N

B ENEE ) B [25 [ #5E

ol FHTER G dniniste. EEIEN HRAERS

g BHEES HFouest SR ER I AR A

@GIUSR HP-2. .. Internet EEMRP EEHE Internet SRR
i r-2. .. BEh IIS HAZHP AT EehHEARREF Int

@FSUPPORT 3., . CHMicreseft Corpora... iXA—{-BEBITIZHRSAEM

‘iﬁuﬁ?ﬁ P inailnysi,  unailmysql U-Mai IEHEEEIRE M-S
A M Al S 8 unailweb umailweb U-Mai LERHAR S S
BEEES b =

- BaTERRs

| | B

(2) fERRSS we Bl Ifl A2 N s “IFUh-—-12477, JEEN inetmgr fiv4, Al “#fise” #&4la
BATIT “Internet {5 BURSS (11S) &S ”, 1 FIK:

WiInternet EHERS TIS)EEE M= ES ||
T owkE #tw EFw @00 HFHO IS
e o@FRRIBE|[8]) = 1
?g Internet {58 IRE & [ 1%iR

S of MAIL-TEST 5 i1+ S, | Rt i

l _ HREFh _ ) FIEE HR 3% EFETETT

) RS b RETRE

) et REF R
2| | S| K| | ©
| | |

(3) Aili “NHFERF”, B 2 AN HBEF, —A% umail (N HFEFL ID), H—4
A webadmin, 1 &
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EmH AR Xl B [x]
FEFEAZRRIL TD @) [unaill FZFIfRIF I0 @) [rebadnizl
PR HREEhEE
& TRRAORT R i EFEAEE @) & FHFFEE AR R RS )
VST R R AR TEAEAR (1) ST AR B @)
PR RRith-2 % () |Defanl thppF ool =l BIFRERFIEH €):  [DefaultippPool =i
W BE | #=me | W BE | #Emo |

Vg b B HEW TOW FHo
<:=->|-I_II'IIE||5@I|EI L

-is'J Internet {5E0RS I b | 1R
= JUTu'IAIL TEST (mmwrﬁm IETRIET
IETEIET
g £a w EEd
Ll Web RETRE

(4) Ao Wk " B S - i 7, 22 B TR s AN U-Mail WebMail”, %4524 umail\worldclient,
I?lﬂ;km%ﬁiz mall domain.com, ﬂﬁﬁ’?ffﬁj 34, TR BRWIR

FREE (1)

55 (V) r
I BEIREO )

RlFR (£
FHARRL). ..

et (R
#58h (1)

L N N <F

H# Al E S

@ XA F Pk 1) 2 1) 3

JEAR LR o ok Wk o Y

=g, FoEk T 5" .

< b IS R |

X A FREI U-Mail WebMail, K& :
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R EL x
Flsk i @
Pl it A TR EE R S D

<t—Fw[F-fw] @ |

XMk 1P bk S ERIA RN AT
Wi TCP oy . 2 BEBRINEI AT . AR vl Lk, o2 J5 WebMail (1) 7 i) 3t 1k A&
http://mail.domain.com:8080 (i {1k 7 8080). Widitd, FEWALFI AT 1024 (1)
-,

e =Rk mail.domain.com G &k [ CL3842)

M N7 fHL, A

FEREDL x
Ir BEAIRO&E 5
I TP il O BTk, N4
Flit IF HihE (E):
[EHF5E) =l

EI @EALAE: 80) (T):

Imail. domain. com|

AXBERER » IFEH 115 Faiid.

<t—Fe[F-Ffw>]  Ba |

¥ M4 YEPE C:\umail\WorldClient (i AH R & # i 1 O 2D
X RVFEE A2 o) M. A B IEAE, R
By N7 el R
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Fask B S
AEER Y/
EEFRE 1 AETEFMIRAT >4
ME®. |
[ SLEFER L, (1)
<t—se[F=gury] B |

¥ AL “BRELT. “IsATIIAS (n ASP)” R “HAT (lon ISAPL N FHERFEL CGD” =

AN IEAE
Bl 287 $, N KE:
3 AR S
GERTEE %
BRI R L

SR T RRGER:

I EHLIR)
v 1=fTHIE 30 ASE) (2)

™ B @

BE “F—%" BlxEAS.

<t—fsw[F-swo] @ |

X OHER SRR fEL, Wb eI e, W

DRI e Ak P ki B 2 1) 5
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(5) AHE “U-Mail WebMail” B, Fradt 2 4L H 3
webmail: %454 umail\worldclient\html, #RZ2 31T 3 /s
webadmin: 4% % umail\webadmin\templates, AXFRAAEHT 34N, TR BUIF.

©) Internet RREE Eih [
-5 0 MATL-TEST CEHUTEHL | il

) R _Tenp

E‘_J Py _ | Templates

BhLL P | AddrLoskup. ini
- U-Mail HebMail T rtinnare tut
Dt BET R BEeER@
T @
R @
BT @)
BEhE)
AT
i @)
FEE ()
s &
=E V) b
M BEEREO &)

X HE N B i, K

= X
Fm{E AR E Re @ n S
S S AEBN T Pk e — RN B
Eae , kBE T .
i |
X W44 BEE K webmail
Hs R0 fedl, W
=i A RAEAT
EHARIE &
HEH B RisE— B ST E. &

ﬁﬁhﬁ %ﬁ?& Web K1 B R ERERRAIE . ERMGSHNES B Read

B (4
Iw ebmaill

(t—Fo[Ffw>]  mH |
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i B 2 LR RS P ERD B RRRRE .
BEAE (2):
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AL IEHE
M N7 7, R

SRR X

Ef ARBEEE
HEEHRAHIERER.

Q

g
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v iEH E)
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v 4T G0 ISAPI WHIEEFRE C6I) (E):
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[~ B @)
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2 I | I 2R I | | B 2
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5. % LB

(D, W A& H &
KBEF: syntax

ABRAF AR B

501 Invalid or missing command argument(s)

501 Bad address syntax.
http://service.mail.qq.com/cgi-bin/help?subtype=1&&id=20022&&no=1000730

(2) XTHMHFPAEE
FHE: Nosuch user. unknown. illegal alias. account inactive. user. not found. Invalid
recipient. notavalid. mailbox. cannot be delivered. Args. Unable to relay

BA51E B

550 5.1.1 User unknown

550 User not found: xxxxxddd@126.com

554 delivery error: dd This user doesn't have a yahoo.com account
550, Recipient unknown (in reply to RCPT TO command)

No such user

host [] said: 550 , No such user.

user account inactive

User ***@ is not found in Server.

invalid address

host ...... said: 550 Invalid recipient

host ...... said: 550 5.7.1 Unable to relay

host ...... said: 552 5.0.0 Transaction Failure. Invalid Args.

550 : Recipient address rejected: User unknownin local recipient table
550 Requested action not taken: mailbox unavailable

() W NP8
S . disabled

BAEAE BT

User xxx@ is disabled

host [] said: 550 is now disabled with SMTP service.

host...... said: 554 delivery error: ??? Sorry your message to ?????@
cannot be delivered. This account has been disabled or discontinued

(4) MTTURFEZ R, TCEREOH IR ?

R Quota. exceed. hard limit. exceeding. storage allocation
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EN R ERSYUINEE
Quota exceed the hard limit for user ?????@
host ...... said: 552 This person's account is exceeding their quota.

exceeded storage allocation
552 Channel Size Limit exceeded

(5) RIZHIMBAFIER, E&REWCTT RS AEY?

FHET:  exceeds . maximum message size. Data size

BEE EH 7

552 Message size exceeds fixed maximum message size: 7372800 bytes
552 5.2.3 Message size exceeds fixed maximum message size (7200000)
host [] said: 552 Data size must not exceed 4096K bytes.

552 #5.3.4 message size exceeds limit

552 Error: message too large

BRAF IR T AGE T R IR o 1 K BT (0 AR GEAR 55 R FE e IS

(6) Wi RO EIZH,?
KEET:  Too many. less than 20

EXEEEFSK VIR
553 Too many recipients in the mail, should less than 20

BN 2 B0sHE (HPFRGRR).
(7) DNS fRHTHE. ToIEEHX TR 4%

Fe#E . Host. not found. bad host. domain . unreachable. Connection refused

SRS ISR
DNS: 10 second wait for DNS response exceeded (attempt 1 of 3)
The name server reports that it is having technical problems
Name service error for domain : Host not found : Name service error
for domain : Host not found, try again
Name service error for domain hot.: Host not found
bad host/domain syntax:
<*F*E**@> : connect to @ Connection refused

domain unreachable (AA77E@IX AN B/ R S8 1)

(8) 25 ¥ OFERE B (SMTP % H)
FeHEY. Winsock

BAE BT

Error: 60 second wait for protocol timeout exceeded
Winsock Error 10060 The connection timed out.
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(9) MZEIEE (L75TH)
IBfE#E78 Socket connection closed by the other side (how rude!)zk Winsock Error 10053
Connection abort. = AEIXFHE(E 1 )5 K4
X ORIRMIAER, TR WA ) i, 1 Ik /N fUR A o
% JB{5#7~ Socket connection closed by the other side (how rude!), Winsock Error 10053
Connection abort, —ffi A% 75 il 55 4 B 4% i
W2 SE IS i) e, 15 A P 28 U A AR 00
IS 1 il 55 g AP0 A 3 i P R AR B AR SE), SEORFR PRI “ B A O
0 8% i S A7 7 A it 7 A e DG T ISE 5 TH e st Jy T AR BEEL, S8 AT E I
o [ KB kB (GFWD 1A 5 T4
P55 [ A 2 T 1 o 6% 32 o 5 5 i) i

U RN FE SME IS, AU E A2 5 W55 & AR T [ A0 () S e 25 4 AR R 54K
Weo B P EANAGR IR, AFAE LA IR

¥ COREEZRP KR (GFW)” BRI T

X[ A (R A R 2 T PR 0 2463 1)

(10) %o 777 A 55 5% 1 s 44 i) A
kT please try later

IRAEHT

451 Temporary local problem - please try later

PR AT HEME -

KON IRSS AR EL L T I IN A R, AN BER A

XN R R B — Rl s B U, — MM 5 R AR

(11) BFEETRIERE
K. VIRUS

BAEH T

550 Error: Possible VIRUS (W32/Netsky@MM)

R E: 0T5 R GG N IRITIRAEERRE (O
(12) HElfE

530 5.7.0 Must issue a STARTTLS command first. d7sm5726181tib.4
G ERT s X7 MR AE R 48 75 B AT TLS M, XL L2015 JH 8l SMTP TLS i i it

(13) HzRBRFIEIERE
¥ Iaf#ENT (PTR):

450 4.7.1 Client host rejected: cannot find your hostname
554- (RTR:CH) http://postmaster.info.aol.com/errors/554rtrch.html

- 254 -



&
U-MAIL VEEE U-Mail, 1% 85 5 0

550 We cannot accept email from IP 113.106.88.154 without a DNS PTR record. Contact
your ISP/HSP to set up PTR record for your server

554 This server requires PTR for unauthenticated connections.

550 rejected because RDNS

550 5.7.1 ... Relaying denied. IP name lookup failed []

IBAE HR i AT AR (0 N 2% Cptr 51 rdns 25, WU & A 77 A M TP kb B s
MR, AHEBCR N ISP AR

X bR AZ (RBL)

501 5.7.1 <xiaolin@nbnorth.com.cn>... Sender refused by the DNSBL zen.spamhaus.org
501 5.7.1 <wingkeiytoys@wingkeiytoys.com>... Sender refused by the DNSBL
combined.njabl.org

553 Mail from 125.91.0.4 not allowed - 5.7.1 [BL23] Connections not accepted from IP
addresses on Spamhaus XBL; see http://postmaster.yahoo.com/errors/550-bl23.html

x e

554 Message was rejected.

IR X7 4R

554 DT:SPM mx16, QsCowLCLagH6jMdITTNkmg==.38632S2 1221037307

RIGE A : 554 DT:SPM X R BSAE N 0058 T ARB M Sy VET (5 5, BET 1M
S IR b R 55 25K

550 #5.7.1 Your access to submit messages to this e-mail system has been rejected.

550 OU-001 (SNTO-MC3-F9) Unfortunately, messages from weren't sent. Please contact

your Internet service provider since part of their network is on our block list. You can also
refer your provider to http://mail.live.com/mail/troubleshooting.aspx#errors.

PRI BB XA http://mail.live.com/mail/troubleshooting.aspx#errors. 21|ix HL

6. HE

6.1 HRFHELH R SR

W AR 2 AR T, LTI SR bk S LB 0 o SR A A A o A
P 123456 IXAEIFI RS (HPAiEiT) I8R5 2 B it

ISAF B RS PR i o AR ol e M) P A8 PR Bl 55 A S R A& B SIS A, 38 I A B R AT AR %2
IRZ B, XA R EOE R I A A 2 sE R EIR 2R EEN S ™ H A
TIRIER R BB, ARFTRER: “ B Br R DL AR 4y A% 8.7, DAL S e I PR R A
EAE
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HIIE

X HOKRGHC, PRKIEEIIHIIRE . HRMER A

X ARG A SNSRI Seos ROk s HIGIRAR o (H2 IRAF BT Wi 2
KT AN P R g A, ISR OAS 2]

X ORI Jit A7 A ST IS

X BRI IR AR

RE3R IR
(1) 4 umail RS54
(2) #7JTF umail\Queues H %:
¥ 4TJT Inbound. Local. Remote. Remote\Retry - %, & R E2ANEHIRL
MBAF . H1 TR IR Rt i, FF HOR/ N — AR R o B AYEIX L
A H s MBE RE NI B, OIIBRETSEEH 2 B kD
e ets BRI ER LS, wT LOERE A 1 H ok — MR, MBS < A3l
) PR SR 1 IR
(3) JFJA umail 55
(4) ANV T (1) B AR () 2% A v o s (8 7 LA b B BESE), B
SRAT I ] AR S A () S, R ARAT 6 BEHE A 0 FH 55 %% B (1) MBS 4 4415 12
B AR
(5) WERARAF A PeifE 7, A FARES PTG NI msg SCHF. X
tt X-Authenticated-Sender 1 from Sk g A& [Fl—AMHidk . DART# bk, #35
BRI AT
(6) Mlf M55 a2 E, THERER I REE (AT RN “ MRk i 58 %
ALH” HATAEAD AT BCE R KBS H RV umail 13 (25, 110, 80,
143 55D, [F) =2 i Mo AR 3 S e T T

6.2 &P T HIER7"-ERR MAILDROP ALREADY LOCKED

WIS
': -ERR MAILDROP ALREADY LOCKED
.
B A O$07
=) I U
HRE 23 AT

S AT DL (ZE )R o F Al foxmail 25 7 3 /T 20 b 8 gt AT WO B
(1) FEI ) AR, IR s A3 A
(2) FEIS ] A 1) RO N R o
(3) Jad I 1) A A 22 A7 B
(4) Rk W T B B PR 2 AR H Y
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Kb 3R T7 15
(1) Ifmm I ik

Rk B umail iR S5 AR P s IR R IR, umail 23 0h AR RN (1)
IS SO, A7 \umail\LockFiles SCAFS T, POP 4 IFH 45 R IFIB H 5, Z U8R

TR T — IR A BT Rl i DAL e W T R B D IR M N, \umail\LockFiles ST R Ick
SEARRE A, K4 “-ERR maildrop already locked” fr4f % .

#\umail\LockFiles X132 T ) POP-username@domain.com.lck SCFAH B3 5 537 2%k POP
L. R, T POP Ft K REJE S AR AT IV, 2R 1 FH P A — A%/ i i L POP
BB, W Gz PSS — A~ POP SESSION IEEAREEH, 177 55— AN 7 i [A] I 1E 47 POP 4
i, s IS BE A 1R

(2) AR

TR BAE 2 AN BEE A K5 31T Outlook 2% 7 i 1 BRI B A, & 1] IMAP

T IMAP X “iXPhN L SCREMILLE F. BRI E S % “8 3. H PR,
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1. W34 DNS Ho<4niR

1.1 AR 1P Hihk?

IP Mtk JE AE P25 [ BL2h B 5 vFEHLE N 28 152 25 1 32 780 kil 7E Internet [, RFH11
EHLER 2% BE AT 1P HiHE 4t P11 . 1P HEHETIRE 2 XXX XXX, L XXX
0 # 255 (AT aE%. B, RHaM s =L IP ikt 210.22.12.54.

1.2 fta e 1P #hk?

7€ 1P bk I e gy — & T AL &% e g AT 0 1P Mdik . — R, Rk B
AITHSEALA A [ E 1) Internet 1P Muhlko g BUNIPE I 5% a8 T I 2 1P ik B A

1.3 fFaRzhs 1P Hutk?

Wit Modem. ISDN. ADSL. H&FMl. /X 557 X B ETHENL, SRk BT
YBCEN) 1P HHEERAAIE], XS A 1P Mk, R4 1P M B IAR S B, KE o R
SEIR IS A 1P itk BRI W RS S A A 1P Hihil, FRZEEHAEAE SR BN A4 iR T
AR T 554 B AT o

1.4 ftaBsa? Ba B A p?

W4 % internet IR S8R G BT I 447, S internet LI EARIN, AHM T LT
TS, A& BHEXS N —A 1P ik, A IP Mk s 8 Fg4im, W
101.25.11.34. AAT1A T 7 cAZat - 3804 KAV X S8 37k 4 =ML, 41 mydomain.com.
F—NEA S 1P bl ——X N, AT, Pk Rs-4s (DNS) fi#bi ik IP b
Bk, AT BUAH R (R R0 3k o 45— AN ROHEFT EMAIL #EH B8 4% . Eve s m bRt 4, 5544
AT DAY ST RERIBTRAT B 7 LA AT — "L, B K rTik 67 N2 CRFE A4, JF BB
MRNERA XA, BNEZRE AR 22 NMEARE, EENEA T, Z“RIRAKEARE
Wit 20 AN

1.5 f+4 & DNS?
142 % P 245 DNS (Domain Name System) &4 44 il A1 Al 55 2 1) 7= JEL e AE BRI 1) 4

FH s JBR AL B4 il Ay W0 2 1 LATR A ip Hsdib. B dn e 3AT]E IS4 A B www. 163.com 23
B A 202.108.42.72
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16 fFaR AER?

A (Address) ic KRR EHLA (42 G IP ihibic 3. ] LUK iZd8 44
IR Rk R 4 28 FE 1) 21 [ LK web server o[RS T DL BSR4 K 2RIk 4

1.7 A4 2 NS e x?

NS (Name Server) it 3% 2442 MR 452510 5%, FHORAR 213842 A DNS AR 45 28 Kk AT
FRATT o

1.8 fHa A 4 iE3%(CNAME)?

WAEFR A G 7 X Pl VIR 2 A 2 P B [F — SR 18 T R
FEHE WWW AT MAIL JR45 051 B, 57— &84 R “host. mydomain.com” (A it
Do BRI ERAE WWW FT MAIL k%5, b TEETH Ui Rgs . ol Lo ZH LS E N

M4 (CNAME): WWW Fil MAIL. XA 34 AR S “ www.mydomain.com” Fl
“mail.mydomain.com”. SZfr_FARATTERFE 7] “host.mydomain.com”.

1.9 fHAaRiz ik i b2

IR AENTE SN B4 a.com, R T RG> .a.com A fE KT I [F] AN 1P Huhk
b & v bacom Bie A E HaENT RS a.com [F]-—/™ IP #uht |2,

1.10 fI4a R MX g2

MX (Mail Exchanger) ics& /& BFEAS il 5%, "R — MRS 2%, TIPSR

Ge R MBI AR W AE Ak 5 S e A BRIk 25 2% BT, >4 Internet PRI IR

—FHME4 user@mydomain.com I, ZH T HBLE RS E L DNS A4 mydomain.com iXA4>

AR MX dsk, R MX A AAqe,  HP THEN LRI A A2k 2] MX Il sk TR B e
AR5 2% Lo WIS A WA MX sk, B ICiE BB A

111 22 IP RIA#ENT?

ik DNS HR45 85 0 A — 2 2 51 DNS R4S A AN X, B 1F ) Ak X Ik~ Al

R AR, B ) A AR DI R R IX UL 1P S MR, 2R IP AT R4S . B

YRR 2l I Ak 1P Hhlk) PTR Il 2% IP HubkFE m sk, 2488, ZEh1s 215
Lk AT EAT % P kY PTR 05

FERI MR FZ WA BRI P R BRATTI ARG . AR 2% 3030k TR INfE S « T SMTP

i 2545 2 116k = A3 R0 AR N L, RIASER A T S A DR BH 2 B R ATS IH— e, 75

b A RO B HOR = R AR 5 i — 0 S AR AT RN, TR EERE o R IR 55
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AT, W BEAEAE R BIA MR 5528 L MR I — e F B, XA R KR R &S 28 3R 7.
Rk,  H RTVEZ MR Ss 2% 40 sina.com, hotmail.com, yahoo.com.cn 2525 #8511 35 3 s ¢
VUM BEAEFEA+IP sz [ A BT 56 10F B A DA SE G (1) B4 37 S IR A4

1.12 f+4 2 SPFidx

HI— B[R], TR A R DA TTFIRRAT T — DTS5, S50 0 N 22— P 4l “ ok B 25 14
AVFR]” (Sender Permitted From, SPF)[IFRAE, IXANFRE S 76 B H 7~ B9 56 15 242 AL
INIITRIE, I LR k> 37 3 R A o

SPF 3 i [ AN PR 55 25 1K) DNS A FTFRES In—A> TXT Hd R BT TAE; XMl sk
Pt T B85 TATRAT DIAZ R 44 ORI L~ WIS BRI BSAS R NFRAT 4 P 45 L

4 SPF LIS AR 55 s W 21 T vy WSROIk, et o AR AR O L bk 1E4T DNS 1)
A, DI 2 AR T A G SPR idsk. RS &2 it H T lIE R AR S SPF Al
SKHEATLORR, ARG IR S HAEHORIE T SPR A il KK S 4o WERAE, B4
FRMCTT IR 55 4 RE M SR UG 5 (AT 3 G AT 50 A RE NS 484 0 2% IS F: 0 457 SR 2 32 2 B0 1K) i )
o, DRI SE AR .

1.13 RBL 2f4&?

RBL 4% /& Real-time Blackhole Lists, & [E 4N e 3 B4 20 2R B Ak (1A A 2y 3 R4
RLE MRS, RBL Difexih EA S, JLPEA . BEABA TR [ )
IP bl #B7E RBL ##EH . WEAZH A RBL Thfig. # MM RBL RS- #s bl A :
relays.ordb.org;dnsbl.njabl.org;bl.spamcop.net;sbl.spamhaus.org;dun.dnsrbl.net;dnsbl.sorbs.net
EX AR RBL H i) IP Huhikii 2 http://openrbl.org/ F1 http://ordb.org

1.14 &EEMESS. BOE. PIE DNS JRE- 28k
(1) &EZ S DNS AR4525HhE

Jb5t: 202.96.199.133 202.96.0.133 202.106.0.20 202.106.148.1 202.97.16.195
i 202.96.199.132 202.96.199.133 202.96.209.5 202.96.209.133

ot 202.99.96.68 10.10.64.68

J"%: 202.96.128.143 202.96.128.68 202.96.128.110

Yl 202.96.134.133 202.96.154.8 202.96.154.15

JFg: 202.102.227.68 202.102.245.12 202.102.224.68

J7P5: 202.96.128.68 202.103.224.68 202.103.225.68

FEEE: 202.101.98.54 202.101.98.55

JZ77: 202.101.103.55 202.101.103.54

WHg: 202.103.0.68 202.103.96.68 202.103.96.112

- 261 -



&
U-MAIL VEEE U-Mail, 1% 85 5 0

?I'ﬂjj::
SILE
P2 :
Wk
%R
WL
LT
2
EGN

202.102.15.162 202.102.29.3 202.102.13.141 202.102.24.35

202.100.13.11 202.100.4.16

202.100.4.15 202.100.0.68

202.103.0.68 202.103.0.117 202.103.24.68

202.102.154.3 202.102.152.3 202.102.128.68 202.102.134.68

202.96.102.3 202.96.96.68 202.96.104.18

202.98.0.68 202.96.75.68 202.96.75.64 202.96.69.38 202.96.86.18 202.96.86.24
202.102.192.68 202.102.199.68 10.89.64.5

61.128.128.68 10.150.0.1

BJpiT: 202.97.229.133 202.97.224.68

k.
,f%’/_iE:
Ak
?II?_:E]A:
IIpiip
o :
%J‘I‘[:
L
IYIE
HER:
JSGHR
e
%Ei:
?ﬁﬁ%:
TH:
H)/\li
éi%:
I

(2) &H
It = -

¥t
R
i
¥ b
LN
WL
J7R:
WY
B«
[iE-$
L

202.99.160.68 10.17.128.90
202.99.160.68 202.99.166.4
202.98.5.68 202.98.14.18 202.98.14.19
202.101.224.68 10.117.32.40 202.109.129.2 202.101.240.36
202.99.192.68 202.99.198.6
61.128.97.74 61.128.97.73
202.98.192.68 10.157.2.15
202.98.96.68 202.98.160.68
202.98.96.68 61.139.2.69
61.128.128.68 61.128.192.4
202.98.96.68 202.98.96.69

: 202.99.224.68 10.29.0.2
202.100.128.68 10.184.0.1
202.100.192.68 202.100.199.8
202.100.0.68 202.100.96.68
202.100.72.13 10.179.64.1
205.252.144.228 208.151.69.65
202.175.3.8 202.175.3.3

WJiE DNS fi 4525 ik

202.106.196.152 202.106.196.115 202.96.199.133 202.97.16.195 202.106.0.20
202.106.148.1

5. 211.136.17.107

202.99.96.68

202.96.199.132 202.96.199.133 202.96.209.5

#F: 211.136.18.171

61.128.128.68 61.128.192.4

202.96.102.3

202.96.128.143 202.96.128.68

202.96.134.133 202.96.154.8 202.96.154.15

202.100.13.11

202.100.4.15 202.100.0.68

202.96.75.68
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YL pub.jsinfo.net 202.102.29.3
PY)il: 61.139.2.69

R #R: 202.98.96.68

k. 202.99.160.68

{#5E: 202.99.160.68 202.99.166.4
JFg: 202.102.227.68 202.102.224.68
tiph: 202.99.198.6

HHk: 202.98.0.68
1114:;202.102.152.3 202.102.128.68
1H. 211.97.168.129

FEEE: 202.101.98.55

WE: 202.103.100.206

J"V5: 10.138.128.40

JLP5: 202.109.129.2

. 202.98.160.68

i 202.103.24.68 202.103.0.117
FriE: 61.128.97.7361.128.97.74
Fritk: 205.252.144.228

W7 202.175.3.8

L7 202.96.75.68

JL7%: 202.102.29.3

PY)il: 61.139.2.69

HEK: 61.128.128.68

k. 202.99.160.68

tiph: 202.99.198.6

FHk: 202.98.0.68

i Z<: 202.102.152.3

FEH: 202.101.98.55

WE: 202.103.100.206

J"75: 10.138.128.40

YLPH: 202.109.129.2

i 202.98.160.68

5 M. 211.136.20.203

Fat: 202.102.24.35

Y 202.96.134.133

Fi7*: 202.103.224.68 202.103.225.68
VU 22 A5 K2 202.117.0.20 202.117.0.21
FERMIE: 211.158.2.68

. 202.96.128.68

KIKMGE: 202.97.224.68
FiEb5{: 203.93.18.2
FIE)PE: 201.14.251.1

#PFH: 202.102.227.68

1#: 202.102.137.68 202.102.128.68
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T 202.96.209.5 202.96.209.133
5. 202.102.134.68 202.102.128.68
TV BH: 202.102.224.68 202.102.227.68
Ki%: 202.96.64.68 202.96.69.38

BFFg: 210.52.207.2

ZFi: 202.96.209.5 202.106.0.20

FE NI —AN 4 ). 202.101.98.54
FREE: 202.103.0.117 202.103.44.5
VIR : 211.94.193.129

BRIBAR M 211.98.2.4 202.102.9.141

JVH . 202.103.224.68 202.103.224.66
R 5. 211.162.130.8 211.162.130.9 61.139.2.69
oM. 202.96.96.68 202.96.103.36

ZZ I WIE: 202.99.160.68

KIRHAH: 202.97.224.68 202.97.230.4

i & fyr: 202.102.134.68 202.102.152.3 202.102.128.68
JZ77: 202.101.103.55 202.101.103.54
LI : 202.102.2.141

i1, 202.110.20.171 210.44.176.1

JRM: 202.101.107.55

&M 202.101.98.55

VU1 2k AE: 61.139.2.69

45%: 202.96.128.143 202.96.128.68

M 202.96.104.16 202.96.96.68

M. 202.101.228.100

Pizz: 61.134.1.9 61.134.1.4

A% 211.162.226.80

W4 Ky 202.103.96.68 202.103.96.112
ARBH 202.103.103.3

F:FH 202.103.86.3 202.103.99.3

JF: 202.102.224.68 202.102.227.68
KIEL FHLIX : 202.96.69.38 202.96.64.68
W5 7RIE: 202.99.224.8 202.99.224.68
WAbA S 202.99.160.68 202.99.168.8
WAL G 7% 202.99.160.68 202.99.166.4
TTAE IR & HEHE:  202.99.160.68 202.99.166.4
WS FE XAk 202.99.224.8 202.99.224.67 202.99.224.68

(3) &EZ BB DNS k%28 Huht
Frik: 205.252.144.228
WY. 202.175.3.8

wYIl: 202.96.134.133 202.96.154.8 202.96.154.15
Jbat: 202.96.0.133 202.96.199.133 202.97.16.195 202.106.0.20 202.106.148.1
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e U-Mail, 16455 i it

R
J:?:
T
Izjéﬁi:
K
L
I
s
(i
Hiphs
i3k
e
?ﬁﬂﬁéj‘:
e
:‘/Iﬁ:
T
i
i
{%%:
ﬁi%:
i
S
T

202.96.128.143 202.96.128.68

202.96.199.132 202.96.199.133 202.96.199.133
202.96.102.3 202.96.96.68 202.96.104.18
202.100.13.11

202.99.96.68

202.96.75.68 202.96.64.68 202.96.91.58
202.102.29.3

61.139.2.69

202.99.160.68

202.99.198.6

202.98.0.68

202.102.152.3 202.102.128.68

202.101.98.55

202.103.100.206

10.138.128.40

202.109.129.2 202.101.224.68 202.101.240.36
202.98.160.68

61.128.128.68

202.102.227.68 202.102.224.68 202.102.245.12
61.128.97.73 61.128.97.74

202.99.160.68 202.99.166.4

202.103.24.68 202.103.0.117

202.100.4.15 202.100.0.68

202.98.96.68 202.98.96.69

61.128.192.4

SRR, 61.128.97.73

[

202.101.103.55
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