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Eilter:l - +§x|:ressim... I&,Elear of apply

Time Destination Protocol  Info

. 000000 . .0. Broadcast ARP Who has 192.168.0.27 Gratuitous !
299139 . .0, 192.168.0.2 MEMS Name query HBSTAT *<00: <00> <00 <0(

025659 . 0. 224.0.0.22 IGMP V3 Membership Report

-048652 . .0. 239.255.255.250 uopP Source port: 3193 Destination pot

.055053 . .0. 192.168.0.2 o P Source port: 1900 Destination pot
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220130 J. 2 19:.166.U.1 31596 > http |5YN] Seg=0 Len=0 M55:

L227282 . 168.0. 192.168.0.2 http > 3196 [SYN, ACK] Seq=0 Ack=:
»

Frame 11 (62 bytes on wire, &2 bytes captured)
Ethernet II, Src: 192.168.0.2 (00:0b:5d:20:cd:02), Dst: Netgear_2d:75:9a (0D:09:5b:2d:75:9a)
Internet Protocol, Src: 192.168.0.2 (192.168.0.2), Dst: 192.168.0.1 (192.168.0.1)
Transmission Control Protocol, Src Port: 3196 (3196), Dst Port: http (80), Seq: G, Len: O
Source port: 31946 (3194)
Destination port: http (80)
Sequence number: O {relative sequence number)
Header length: 28 bytes
Flags: OxD002 (SYN)
Window size: 64240
o0 09 b 2d 75 9a 00 Ob cd 02 08 00 4% G0
010 00 30 18 48 40 00 80 06 cO ag 00 02 cO ag

020 00 01 Oc 7c 00 50 3c 36 00 00 00 00 70 02
030 fa f0 27 0 00D QD 02 O4 0l 01 04 02

|File: "D: ftest.pcap” 14 KB 00:00:02 |P: 120 D; 120 M: 0
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1.2.2. Microsoft Windows

« Windows 2000,XP Homell ,XP Pro [ ,XP Tablet PC [ XP Media Center, Server 2003 or Vista( 0o XPO
00)
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« LUOUOODOODOUO ODDODOUO WindowsO UOODO OODOoooooooooooooooo Joood
OO00oO0odd Wireshark DOOUOO0O0O0O0OO00O0O GTKWinPCa@lUOUDUOOUOOoooo oOoOood
Jooooooooood

e« Windows 95,98 1 MEJ O OO Wireshark DD OO0 OO0D0OO0O0OOO0OOO0OOOOOOO Ethereal0.99.0( 0O
OO0 WinPCap3.l), 00000000 : http://ethereal.com/download.html Jooodoooood 2006
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« APPle Mac OSX
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o FreeBSD

« NetBSD

+ OpenPKG

« Red Hat Fedora/Enterprise Linux
« rPath Linux

« Sun Solaris/i386

e« Sun Solaris/Sparc

Jooodooboooobooooboooobooooooooooo Jooooooon
wireshark-dev[AT]wireshark.org . Jooogon
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D0oooon Wireshark 0000000 0O0O0O0OOOODOD0OOOOOOODODOOO0OO Wireshark 000000
About, D OO OO0 Wireshark 000000 O0OOOOOODOOOOO Wireshark OO0 authors OO0 OO

Wireshark OO OO0O0OO0OOOO0OOO GNUGeneral PublicLicence (GPLUOO), DUOOOOOODO GPLOUOODOMO
Dooo0odon Wireshark DOODOOUOOODOOODOO0OOOOOOOO Wiresharkteam OQOOU0OOOO0OO

[l Wireshark Team OO0 O0O40O0dOooddoodOn

 UUUbbotbotbbotbbtubbtotdbotbootb ooy Wiresharkteam 0O 0O0O0O0O0
[]

« The developers of Wireshark might improve your changes even more, as there's always room for
improvement. Or they may implement some advanced things on top of your code, which can be useful for
yourself too.

« Themaintainers anddevelopers of Wireshark will maintain your code as well, fixing it whenAPI changes
or other changes are made, and generally keeping it in tune with what is happening with Wireshark.

Soif Wireshark is updated (which is done often), you can get a newWireshark version from the website
and your changes will already be included without any effort for you.

Wireshar 0O O4OO0OO0O kits ODOO0OO0O0OOO0 OO0O0O0OO0O0O0O0OOOOOOOOOOOO
http://www.wireshark.org/download.html.
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Jooododood®  Frequently Asked Questions " OO0 0OO0O0OO0OO0O0OO0OOO0OOOOOO0ON

Read The FAQ
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HEN
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1. Wireshark 000000 0O0O0O0O0OOO0OO GTKEOOOOOOOO Wireshark —vOOOOoOoooonO
OO UNIX/Linux 0000

2. OO Wireshark O OO0 OO

3. 0000000000

4. 000000000000 000000000000000000000000000000000000
0000000000000000000000% | got a warning while doing x » Ygooooooo
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$ gdb "whereis wireshark | cut -f2 -d: | cut -d' ' -f2" core >&bt.txt
backtrace
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CUN VRV
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1.6.7. 0O WindowsO OO onoguo
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usednetwork ” O OO” rulesofthumb " OO0O0O0O0O0OO0O0OOO0OO0OOOOO0OOOODOOOOOOOOOOOOO
Jdo00odoobodoobdoobooooboooooooon
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2 oooooooo "Type the characters in the first line verbatim! Those are back-tics there!",Those are

back-tics there! JO0o0000onbod back-ties= DOOOO0OOO Linux O0O0O0OO



(1 2 0O OO /00 Wireshark
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00O Wireshark . Windows 0O0OO0O40OOO0OOOOO Wireshark. 0000000000000 oodooonOn
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Jbootdbootdbootdbbogtbtgtdbotdbotdboodbood Wireshark 00 00 [ [
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1. bbbttt otdbogboogtubod

2. o000 (oobobouoooob )yoouooooooooo /oooboooooog
3. ouobououooooonond

2.2. 00O

0000 Wireshark OO http://www.wireshark.org dJododooooboooooouououooooooon
Jdooddobodooooooouoobooooooooooooooa

oooooood !
DDDDDDDDDDDD Wireshark, 0 OO0 OO0 Wireshark D000 0O0O0O0O0OOO0O0OOOOOOO
Jotobotgtbd

0d
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Jobooboubogbotdbtgbtobobouoogbogn
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2.3. [ UNIXUOO O O O

Jbootdbootdbootdbbtgtbtgtdbgtdbootdboodbond
1. GTK+, The GIMP Tool Kit.

OO0O00000 Glib. OCOOOOO0 www.gtk.org 0O0O0O

2. Libpcap,Wireshark 0O QOO00GO0O00O0

0000 www.tcpdump.org [0 O O

Jogboooogotdbtdbooboobobogogn RPMsUOOUOOOOooooogogg

ougodon GeTKe o 021 “ 000000 GTK+ Dgotduobobdobogd

021 0O0O0OO0O0O GTK+

gzip -dc gtk+-1.2.10.tar.gz | tar xvf -
<much output removed>
Jconfigure

<much output removed>

make install

<much output remove>

O
DDDDDDDDZ.l oo GTK+ oo uooooudg 6Tk oo etk
Joooooooooooooo tarxvf OO0OO0OO0O0O0OO0OO0O0O

=00



00000 Lnux, OO0O0O00 GUNar OOOOOO tar zxvigtk+-1.2.10.tar.gz Jodooootutdd
gunzip — cO0 gzcat OO OO0 UNIXODO gzip — dc

00
DDDD windows 0000 gtk+ 00000000000000000  gtk+1 2 8 tar.gz

Ooood o221 “0dododd GTKy oo oooooodd GTK# O U

00000000 lbpcap 000DDOO O 22 *“ 00000 lbpcap”? 00000000000 000DDOO
0000000000 tepdump, 0000 tepdump0 0000000

0 22. O00O0OOO libpcap

gzip -dc libpcap-0.9.4.tar.Z | tar xvf -
<much output removed>

cd libpcap-0.9.4

Jconfigure

<much output removed>
make
<much output removed>

make install
<much output removed>

0d
LibpcapDDDDDDDDDDDDDDDD tarxviO OO Oooooooooo

RedHat6.x U0 00000000 OO0O0OOOOOOOO Mandrakell , 0 000000 RPMIOOOOOOOONO

OO000 Linuxk OOO0O GTKH Glb. D00 0O0OD0O0OOOD0OOOODOOOOOOOOOOOOOOO 0 23 “ [
RedHatLinux 6.2 000 0000000000000 RPM!" OO UODOUOLOOO doodboodtbobotd RPMSE

[0 23. [0 RedHatLinux6.2 0O0000O0O0O0OO0O0OOOOOOO RPM!

cd /mnt/cdrom/RedHat/RPMS

rom -ivh glib-1.2.6-3.i386.rpm

rom -ivh glib-devel-1.2.6-3.i386.rpm
rpm -ivh gtk+-1.2.6-7.i386.rpm

rpm -ivh gtk+-devel-1.2.6-7.i386.rpm
rpm -ivh libpcap-0.4-19.i1386.rpm
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DDDDD RedHat6.2 000000000 RMPEIOOUODOOOODOOOUOOOON RMPs]1 [

O Debian OO OOOO apt-ge OO0 apt-get DOODOOOOOO0OOOOOO 0O 24 “ 0O DebanllI[ Deld
0 2.4. [0 Debanl 0 Deb

apt-get install wireshark-dev

2.4. [0 UNIXD OO Wireshark

OO0 Unix OOOOO0O0OOO0O0OO0OO0OO Wireshark O0OO0O
1. JO0O0O Linux OO0 gzip'dtar O0,00000 UNDOOOO GUNtar OO OO Linux ODOOO0O
tar zxvf wireshark-0.99.5-tar.gz
OO0 UNIXOOOOOOO

gzip -d wireshark-0.99.5-tar.gz
tar xvf wireshark-0.99.5-tar

00
Jo0dodod gzip - dcWireshark-0.99.5-tar.gz|tar xvf ooog *”

—=a 0C



D000 WindowsD OO O Wireshark, 00000000 0O0O0O0O0OOOOOO0O

2. Jgodooobuoooood
3. Uoouooouoooong  uUnx DOooooooon

Jconfigure

D000ooooood Doooooono 0obod configure. ODO00ODOOOOOO O 26 0O “ OO0 UNIX

gogoogogn "

4. 00 makeDOOOOODODOOOOOOODOOO

make

S, uboubtubotdbtuobobobououboubodn

make install

00000 makeinstall OO0 Wireshark, OO OO OOO0OO Wireshark OO0 QO OdOOOO

2.5. [ UNIXD OO O O O O

Joobogod uNXOtbogotoodootobogbooogo uNIXOOOoooogooooogod AXOOOoOdo

OO0 smit OO0 True4UNIX DO OOO setld OO0

251 0O Lnux OOOOOOOO RPMI

Joodododn Wireshark RPM O
rpm -ivh wireshark-0.99.5.i386.rpm

O0ooodo Wireshark 0000 0D0OD0O0O0O0OOOOO0O0OOOOOOOOO0OOOOOOO
oo 0 23 “ 00 RedHatLinux6.2 0O00000000000000000O0 RPM1”

25.2. 0O Debian OO OO0 Debld

OO00dO000dnd Debian OO O Wireshark
apt-get install Wireshark

apt-get 000000000000

25.3. [0 GentooLinux OOUOOO Portage

ODO0dO000d0d GentooLinux OOO wireshark DOOQDOO0OOOOOO

USE="adns gtk ipv6 portaudio snmp ssl kerberos threads selinux" emerge wireshark

254. U FreeBSDU O OO OO

ODO0dO0O0dnO FreeBSDO OO Wireshark
pkg_add -r wireshark
pkg addO0 00O 000000 OoQo

[ 10]

26. U0 UNIXOUOOODOOOOoQo =

oot obooogn

OO0 configure DOO0O0O0OO0DDOOOOOOOODODOOOOOOOODOO config.log(
Joooogodbotdooboobogodogod

REDHAT OO OO QO

Dooooono )yooo

Jooooooboddg GTKeEDU00000O GTKHUODOUOOconfigure UOODOOOODOOOOOOONO  libpcap( U

Jooooooooooog )O



Jooboogotdbotdbotgbobooootdbtb bbb obouoogn sedJ0 OO0
solaris OJOOOOODO libtool 0O0O0OO sed00000O0O0OOO0OO0O0OOOOOOODDOOOOOOOOODOO

OO0000 seddO OO0 http://directory.fsf.org/GNU/sed.html

Dooooggbbobouodn 0oobonb wireshark-dev UUODUOO0O0 00004004000 configlog 0O0OO0OOO
Dooogobooooonobobdg makeOOOOOO

2.7. 1 Windowsl U 0 UJ

O Windows 0000000000000 O0OO0O0OO0O0OO0ODOOO0OO00OO Wireshark OO 0O0 0O0O0O0O0O0OO
Windowsd O OO0 Wireshark DO OOOO0O00OO WIKIOO http://wiki.wireshark.org/Development Oo0oon
DO0o0ooooon

2.8. [0 Windowsll [J [ Wireshark

OO0000d0 Windows OO Wireshark 00000

2.8.1. 00 Wireshark

D000 Wireshark OOOOO0DOOO0OOOO  Wireshark-setup-x.y.z.exe. Wireshark OO0O000 WinPcap,O O
OJo0oodoooooon

00000 http://www.wireshark.org/download.html#releases OO0 Wireshark O O000OOO0O000O0OOOO0O
O0o000oooooooooboon

obggougogon
*«j Jooboooogbotdoood

Ooono (il

Wireshark( 0 00 GTKIO GTKZ OO OOQOOQ ):

D0oodd GTKZD Gulild0oobopoododod GTKOO Windowsd 256 00 8bit 0000 OOO0OOO GTK2O0000
Jooogoogdno etTkigododod

¢« Wireshark GTK1 -Wireshark OO0 GUIOOOOO O

e Wireshark GTK2 -Wireshark OO0 GUIDUOOOODOOOOOO GTK2GUIOOOOO
o GTK-WimMcTKWIMP OO GTKZI O OO (00000000 windows320 00O O OO0 )

e TSshark-TShark D 000000 OOOOOO

00 /00 (Wireshark, TShark OO 00O ):

« DissectorPlugins -0000000O00O0O0OO0OO

« Tree Statistics Plugins -gogoooooogodo

« Mate - Meta Analysis and Tracing Engine (experimental) gdodoououodod
http://wiki.wireshark.org/Mate

« SNMP MIBsSNMAJ MIBSO O 0O 00O O

Tools/ U0 (UDUOOOUDOOOODOOON

User' sGuide -0 000 -00000000O0O00O0O0O00O0O0O00ODO0ODOO0OOO0OOO0OO0O0ODO0O0DO0O0OOd
Internet.

« Editcap- Editcap is a program that reads a capture file and writes some or all of the packets into another capture file. /Editcap 000
J00d0d000000000d0oOooooooooooooooooooooooOoOon OO0O000d ordQOdQOn

e Text2Pcap - Text2pcap is a program that reads in an ASCII hex dump and writes the data into a
libpcap-style capture file./Tex2pcap OOoO0O00 ASCllhexOOOOoOoOdO libpcap UDOOOOOMO

« Mergecap- Mergecap is a program that combines multiple saved capture files into a single output
file. / Mergecap Jodoooudooouooooouooooon

« Capinfos - Capinfos is a program that provides information on capture files. /Capinfos Oo0oon
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Transmission Control Protocol, Src Port: 3196 (3196), Dst Port: http (B0), Seq: O, Len: O

Source port: 3196 (3196)

Destination port: http (80)

Sequence number: O (relative sequence number)

Header length: 28 bytes

Flags: Ox0002 (SY¥YN)

Window si1ze: 64240
000 00 09 5b 2d 75 9a Q0 Ob 5d 20 cd 02 08 00 45 00
010 o0 30 18 48 40 00 80 06 61 2c cO ag 00 Q2 cO as

020 00 01 Oc 7c 00 S0 3c 36 95 f8 00 Q0 OO0 OO 70 02
030 fa fO 27 eD 00 00 02 04 05 b4 01 01 04 02

|File: "D: test.pcap” 14 KB 00:00:02 [P: 120 D: 120M: O

[J 3.2. File otg

0o HEEEN N




Odod HRERN OO
boen CH40 JO0o00od0ood0 ooooooooooooo oo b21 O
Pen... “CJooooooogr
|OpenRecent J0o0odoobodooooooooooon
Mer Jd0o0odoobodoobodoooooooooooooooa
J Jooo o 54 0O *“O000ooog”
Close Cirl+W Jdo00odoobodoobodoooooooooooooooa
DJd0o0odooodooooooon
JO0O0000ood ooboooooooooooood Wireshark
Jdoodooboooobodo oOodbs31 0O ¢ "save Capture
FileAs/ OOGOGOO "ooQ”
00O
>ave Cri+s DDDDDDDDDDDDDDDDDDDDDD
00O
DDDDDDDDDDDDDDDDDDDDDDDDD
Oodo
Jdo0oddobdoobodoooooooooooooooa
Save As Shift+Ctrl+S |0 0O (OO O 5.3.1 0O “ "save Capture File As/ ooood "d
|:||:|H)
: — J0o0odoobdoobodooooooboooooooonoa
File Set>List Files
Oodo,000 55 0 *“ 00007
: : Jdooddobodoobodoooooooooooooooa
File Set>Next File
Jdoodooboooobodooooooboooooooonoa
File set>Previous Files Jdooddoobodono Oooooooooooooooooo
. Jdo0oddobdoobodoooooooooooooooa
J0o0odoobodooboooooooooooooa plain
Export> as “ Plain Text” File, ASClitext ODUOOUOOODOOOO Wireshark OOOOO |, O
[ 5.6.1 [ “ "Exportas Plain Text File" goa”
DJ00000ooooooOd  PostScrit DOOOOOOOOO
Export >as "PostScript" Files Jooooood O 5.6.2 0O " "Exportas PostScript File" []
|:||:|”
Export > as "CVS" (Comma OJ0000dobodoonD wevs D0O0OO0OO0O0OO0OOO0OOOOOO
Separated Values Packet Joooodo ,o0 5.6.3 0O “ "Exportas CSV (Comma
Summary)File... Separated Values) File" gogd” o
Joooooooooo pPsMUOOOOOOOOOOO XML OO
Export>as “ PSML File, Jdooooooooood 0564 O “ "Exportas PSML
File" 000"
Jodooooooooo pODMLOOOOOO YyOOOd XML OO
Export as "PDML" File... ooooooobooono ,00.56.5 [ ° "Exportas PDML
File" OO0
OO0O000 Packetbyte DO0OODO0OOODOOOOOOOOOO
Export > Selected Packet Bytes, Jo0o0o0ooood 0566 [1 * "Exportselected packet
bytes" [101[1"
: Jdo0odooooooooooooooooao 0 57 0O
Print Ctr+P . ,
gad
|Quit Ctrl+Q 00 Wireshark, 00000000 Wireshark DO OO0 O0OOO

3.6. "Edit" [ [

Wireshark O "Edit" 00000000 O 3.3

[0 3.4. "Edit" HE

“ Edit 000"




' test.cap - Wireshark
Eile View Go Capture

a Copy

Filter

Edit

[ Find Packet, .,

Fird MNext
Find Previous

Mark Packet (toggle)
Find Mext Mark

Find Previous Mark,
Mark. All Packets
Unmark &ll Packets

Find Mext Reference

# Preferences...
I3 L.ge73&d

14 1.227451
15 1..229309

(5} Set Time Reference (toggle)

Find Previous Reference

Analyze

Ckrl+F

Chrl+
Ctri+B

Chrl+M
Shift+Ckrl4-R
Shift+Ckrl+B

Chri+T

Shift+Ctrl+P

LT LUD . W £

192.168.0.2
192.168.0.1

atatistics

Help
@ &

QR & & » F & ||

Expression... Clear Apply

Info
Gratuiltous ARP
Mame query NBSTAT

Destination Protocol

V3 Members
standard query SRV
M-SEARCH * HTTP/1.
Standard query SOA
HTTP/1.1 200 OK
Registration NB NB
standard query A p
3196 > http [SyNn]
http > 3196 [SYN,
3196 > http [ACK]
SUBSCRIBE /Jupnp/se
http > 3196 [ACK]

Hardware type: Ethernet (0x0001)
Protocol type: IP (0x0800)

Harcdware size: 6

000 TF T Tf T T TF 00 OF
06 04 00 01 00 Oh
00 O a8

010

020 Q0 Q0 00 Q0 QO

Protocol bype {arp.proto.type), 2 bytes

°d 20 cd 02 08 06 00 01
5d 20 cd 02
Q0 02

c0 a8 00 02

P:120D: 120M: 0

0 33.Edit 000

| 00O 000 00

Copy>As Filter shift+Ctr+C (000000000000 0000000000000000000

Find Packet.. Ctr+F 1000000000000000000 227

Find Next Ctrl+N 000 Findpacket 00000000000000000000

Find Previous Ctr+B 000000000000

Mark Packet(toggle) Ctrl+M 0000000000 069 0O 0007

Find Next Mark shift+Ctr+N (0000000000

Find Previous Mark Ctrl+shift+B [0 000000000

Mark ALL Packets 00000

Unmark All Packet 000000

';:i;gie(toggle) Ctri+T 0000000000 ,006.101 0 “00000°

|Find Next Reference Doooooooon

Find Previous

Refrence... HHobbubbtuy

o eferences. shitscyp |C0000000000000 Wireshak 0000000000000C
0000000000000 095 0O “000°

3.7."View" 00O

0 3.4 “ "View'0OO” 000 WiresharView 00000

0 3.5."View" 00O




test.pcap - Wireshark

File Edit BIEYM Go Capture Analyze Statistics Help
v Main Toolbar

= v Filter Toolbar €0 4 @« » » ¢ ¥ ‘
Elﬁiter:ll

v Statusbar

v Packet List = + Expression. ., %.glcar o apply

Packet Details Destination Protocal  Info 4
Packet Bytes Broadcast ARP who has 192.168.0.27 Gratuitous !
Time Display Format Date and Time of Day: 1970-01-01 01:02:03.123456  [ooa Al - Ub> <00 <UU> <
Narme Resolytion Tirne of Day: 01:02:03,123456

Colorize Packet Lisk Seconds Since Beginning of Capture: 123.123456
Auto Scroll in Live Capture Seconds Since Previous Packet: 1,123456

3193 Destination pot

{ & zoom In Chrl++ Automatic (File Format Precision) 1900 Destination pot
] = NB NB1OO&1D <0

& Zoom Out Crrl+- Seconds: 0
@ wormal Size Ctri4= Deciseconds: 0.1 _
1 5] resize &l Columns Centiseconds: 0.12 [SYN, ACK] Seq=0 Ack=:
Milliseconds: 0.123 i
Microseconds: 0,123456
Manoseconds: 0.123456789 5b:2d:75:9a)

Expand All

Ethern Collapse Al
Intern - (192.168.0.2), Dst: 192.168.0.1 (192.168.0.1)

Transm| & Coloring Rules. .. prt: 3196 (3196), Dst Port: http (B80), Seq: O, Len: O
Sour . _
Dest , Show Packet in New Window
Sequ @ Reload Ctrl+R buence number)
Header length: 28 bytes
Flags: O=x0002 (SYN)

Window size: 64240
000 OO0 09 5b 2d 75 9a 00 Ob &d 20 cd 02 08 00 45 QO
010 Q0 30 18 48 40 00 80 06 61 2c cQ ad 00 02 ch ag

020 00 01 Oc 7c 00 50 3c 36 95 f8 OO OO0 OO0 OO 70 02
030 fa fO 27 0 00 OO0 02 04 05 b4 01 01 04 02

|File: "D:/test.pcap” 14 KB 00:00:02 [P: 120 D: 120M: D

0 3.4."View" 000

Oodo -u 00O
[]
|Main Toolbar OO0O00 Maintoolbar( OODO ), 00O 313 O * "Man"OGQQO”
: 00000 FilterToolbar( OOOOO )OO 3.24 0O “ "Filter OO
Filter Toolbar i
U
Statusbar oJoooooono ,00 3418 O “ 000
_ 00000 PacketListpane( OOOOO ), OO 3.15 0O * "Pcaket
Packet List - "
List" 0[O
Packet Details RN D 00O Packetdetailspane( OOOOO ). OO 3.16 0O Packet
Details" [0 0"
OO0000 packetBytespane( OOOOO )OO O 3.17 O “ "Packet
Packet Bytes
Byte" J 0"
OO0O0ooo Wireshark OOOODOOOOOOO -O0000 (0DO0O0O0O
O0)oo o e.10 O “0000000O0O0O0OO0”
Time Display Fromat>Date and 00
Time of Day: 1970-01-01 E O00o00 T ¢ Dav" "D dTi ¢ Dav' 'S ds Si
01:02:03.123456 = ime of Day","Date gn |me.o ay","Seconds Since
Beginning of Capture","Seconds Since Previous Captured
Packet" [1 "Seconds Since Previous Displayed Packet" Ooon
Jd0o00odooooooooooooooon
Time Display Format>Time of oodoooooooo -oooo(@ooooo),o0delo O 000
Day: 01:02:03.123456 gooogooo”
Time Display Format > Seconds
: . Jdooooooooooooooooono 0610 0O * 000000
Since Beginning of Capture: ooooo-
123.123456
Time Display Format > Seconds
) . _ Jddoooooooooooooooooooo 0640 [0 % OOMO(
Since Previous Captured Packet:
Jooogoo”
1.123456
Time Display Format > Seconds
. . : Odoooooooooooooooooood , 00 6,10 0O * [O[]
Since Previous Displayed
nooooooon:”
Packet: 1.123456




0O

Oodo OO
[]
Time Display Format > ------
Jdo00odooboooobooooboooooooo 0 6.10 O “ 000
oJooooooor
Time Display Format > Automatic
(File Format Precision) HEN
"Automatic","Seconds" [ "...seconds" 0000
Time Display Format > Seconds:
0 o000 1000 0 610 O “O00000O00O0OO0O0O”
Time Display OJoo0o0d 10001 0bo0l oooooooono Ood ed0 O ¢ 0O
Format > ...seconds: O.... Jogoogogog”
[Name Resolution > Resolve Name Jooodooodooono ove O “O0oOgag”
NameResolution > Enable for MAC
0000 MacOO
Layer
N Resolution > Enable f :
ame Resolution > Enable for 000000000 (p O0), 0076 O “0000"
Network Layer
Name Resolution > Enable for
oJoooooooo ove O *“Oooog”
Transport Layer
OJoooooon
Colorize Packet List 0O
DDDDDDDDDDDDDDDDDDDDD
Jooodoobdoobdon ooboooboooouoooooo O
Auto Scrooll in Live Capture Jo0oodoobdoobdoobooooboooboooooooon
DJo0ooooooOn
Zoom In Ctrl++ (OO0
Zoom Out Ctrl+- OGO
Normal Size Ctrl+= [0 0000
Ooooond
: OO
Resiz All Columnus A
Jodoodooboooooooon
|Expend Subtrees ooood
|ExpandAII Jdoodoobodoobooooboooooooon
Collapse Al 0000000000
: J0o00oddobdoobodooboooobooooooooooon
Coloring Rulues...
Oooo0ooooooooooon o993 [ " A fdnmr”
Show Packet in New Window Doooooodod (ooodod View,Byte View OO OO )
|Re|oad Cr+R 00 O000ododognd
3.8."Go" U0

Wireshark "GO" OO 4O OO O 3.5

1 IIGOIID D D 7

0 3.6."GO" 00




test.pcap - Wireshark

File Edit View E Capture Analyze Statistics Help

@ Back Alt+Left
Eﬁ; i‘; i'; ® Forward SIE+Hight

% Go to Packet. .. Ctr+G
E’Eitcr:l S0 to Corresp

No. - Time | iF First Packet

1 0.0000 & Last Packet Hcast
2 0.299139 I9Z2.168.0. 1 I9z2. 168.0.2

wWho has 192.168.0.27 Gratuitous ;
Name query MNBSTAT *<003» <00> <00> <O

4 1.025659
6 1.048652

€ 1.055053

192.168.0.2
192.168.0.2

192.168.0.1

224.0.0.22
239.255.255.250

192.168.0.2

W3 Membership Report
Source port: 3193 Destination por

Source port: 1900 Destination por

9 1.082038 192.168.0.2 192.168.0. 255 Registration NB NB10061D<00>

11 1.226156
12 1.227282

19£.168.0.

2 152.168.0.1 3196 > http |SYN] Seq=0 Len=0 M55
192.168.0.1

192.168.0.2 http > 3196 [SYN, ACK] Seq=0 Ack=:
>

Frame 11 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 192.168.0.2 (00:0b:5d:20:cd:02), Dst: Netgear_2d:75:9a (00:09:5b:2d:75:9a)
Internet Protocol, Src: 192.168.0.2 (192.168.0.2), Dst: 192.168.0.1 (192.168.0.1)
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d Broadcom NetXtreme Gigabit Ethernet Driver 15 0iss 110 ’ a Start l a Options
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00O
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Capture
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Wireshark: Capture Options
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Interface: ||3n:uadccum MetxXkreme Gigabit Ethernet Driver: \Device\NPF_{4C4DESEB-AC95-4646-9 || - |
IP address: 157.163.15.28

| Buffer size: 1 * megabyte(s)

Capture packets in promiscuous mode

[ Limit each packet ko bytes

[i Capture Filter:l [LJ

Capture File(s) Display Options

File: | ‘&Emwsem | Update list of packets in real time

Use multiple files
[] use muttip Automatic scrolling in live capture

Hide capture info dialog

Mame Resolution

Enable MAC name resolution
Stop Capture ...

[] ... after Enable petwork name resolution

[] ... after
|:| after Enable transport name resolution
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Link-layer header type

O000o000oooo0ooooooooonoooooooon 047 0O “ 00000007
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Capture packets in promiscuous mode
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Limit each packet to n bytes
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Capture Filter
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File

Jooboogoogouotd oot oo boogogobogbooboobong bbb 46 0O
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... after n packet(s)
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... after n megabytes(s)
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multiple files", Dooooon

... after n minute(s)
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Update list of packets in real time
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>¢ MUTP with n files" Mode 00000000
[ files" 00O
O
Single temporar
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f00.ca , Multiple foo_00001_20040205110102.cap,
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oo.cap | « Multiple files,ring foo_00001_20040205110102.cap,
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*«) 000 http://wiki.wireshark.org/CaptureFilters Jooooood

[ Wireshark 000000 (00O 4.2 * "CaptureOption/ 0000 "OOO” )DOOOooooooooooono
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[src|dst] host <host>
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00 tep,udp ODOOOOOOOO srcldst O tepjudp DOOODOOODOOOOOOO tep UOOO udpO OO
tcpjudp OO OO0 srcldst 0O 00O

less|greater <length>
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ip|ether proto <protocol>
Dooooooooooooono  p ooo
ether|ip broadcast|multicast
Dooog /ip 0oooogo
<expr> relop <expr>
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Jooboggodoootdbobooboouogo (oooooo )
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SSH— CONNECTION(ssh)
<remote IP> <remote port> <local IP> <local port>

SSH_CLIENT (ssh)
<remote IP> <remote port> <local port>

REMOTEHOST (tcsh, others?)

<remote name>
DISPLAY (x11)

[remote name].<display num>
SESSIONNAME (terminal server)
<remote name>
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® Wireshark: Capture from Broadco... Q@@
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test1_00DDG6_200S0819181507.pcap
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obogotd
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St oggbotdbtobooboboouboubogod
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Unix/Linux: GTK version < 2.4 / Microsoft Windows (GTK1
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« libpcap, tcpdump and various other tools using tcpdump's capture format

* Sunsnhoop a

nd atmsnoop

« Shomiti/Finisar Surveyor captures
+« Novell LANalyzer captures
* Microsoft Network Monitor captures

e AlX's iptrace

captures

¢ Cinco Networks NetXray captures
+ Network Associates Windows-based Sniffer and Sniffer Pro captures
« Network General/Network Associates DOS-based Sniffer (compressed or uncompressed) captures




« AG Group/WildPackets EtherPeek/TokenPeek/AiroPeek/EtherHelp/PacketGrabber captures
« RADCOM's WAN/LAN Analyzer captures

« Network Instruments Observer version 9 captures

« Lucent/Ascend router debug output

e« HP-UX's nettl

« Toshiba's ISDN routers dump output

« ISDN4BSD i4btrace utility

« traces from the EyeSDN USB SO

« |IPLog format from the Cisco Secure Intrusion Detection System
« pppd logs (pppdump format)

« the output from VMS's TCPIPtrace/TCPtrace/lUCX$TRACE utilities
« the text output from the DBS Etherwatch VMS utility

« Visual Networks' Visual UpTime traffic capture

« the output from CoSine L2 debug

« the output from Accellent's 5Views LAN agents

« Endace Measurement Systems' ERF format captures

« Linux Bluez Bluetooth stack hcidump -w traces

« Catapult DCT2000 .out files
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(@ fthereal: Save Capture

File As

Save in folder: [ 0:\

Packet Range

(=) al packets
() selectad packet only

() Specify a packet range:

File type: lbpcap (tcpdump, Ethereal, etc.)

= Browse For other Folders

(@ [ ]

« "'Browse for other flders" OO0 +" O0doogoogodo
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Wireshark: Save Capture File As
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alert_bow oby
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Unix/Linux: GTK version < 2.4 / Microsoft Windows (GTK1
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6. U0 "Cancel" OO ODUOOOOOOOOO
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Wireshark OO0 QOO0 QOO0OOMQ

« libpcap, tcpdump and various other tools using tcpdump's capture format (*.pcap,*.cap,*.dmp)
« Accellent 5Views (*.5vw)

e HP-UX's nettl (*.TRCO,*.TRC1)

« Microsoft Network Monitor - NetMon (*.cap)

« Network Associates Sniffer - DOS (*.cap,*.enc,*.trc,*fdc,*.syc)

+ Network Associates Sniffer - Windows (*.cap)
« Network Instruments Observer version 9 (*.bfr)

+« Novell LANalyzer (*.trl)

« Sun snoop (*.snoop,*.cap)
« Visual Networks Visual UpTime traffic (*.*)

54, UUUUDOUO

oot obououodbgboboboououboobooboobouoogn (Wireshark 0 U
Jooboggodoootdbobooboouogo Wireshark [0 )

Joooogogouodod

e« [J"File" OOUOOO menuitem"Merge"( OO0 "0O00"OUO0O0O0OD0OOOOO 0541 0O *“ 000000

D”
e JIDUOOO0OODOOODUOOOOOOO Wiresharkk 00D 0O0D0D0O0O0O0OOOODOODOOOOOOOOO
D000ooooooooog Wiresharkk OO0 (OD0)0D0D00D00oooooooO

o« U mergecapU U 0OOOOOOOOOOOODOOOUOOUOLODOOOOOOOODOOOUODLOOO ?7?77?
541. UUOOOOOO

oot tdbgbotoboboboogogn
Juoboodootdboodbootdd
DDDDDDDDDD Wireshark 0000000000000 0OO0OOOOO0O

D0o0000ooodoonod "OpenCapture Files/s D000 "Ooooooon O 521 0O “ 0000000

DD”

oot otdboodbd
guoodbootdbg
Jgubgdbootdbootdboodgbogtobogd
guoodbootd
oottt otdbogtuod
Jooooogd

Jogbooodgbotubotoboobobood

0 5.3. 0O0O0OO0OO "Merge Capture File As" 000

1 57 Windows OO0 "00"000 Microsoft Windows(GTK2 installed)

Do0ooooooood  wireshark OO




Wireshark: Me rge with capture file

Lok, | [ Fleet

1_00001_200508 19 18 1503 peap
1_00002_200508 19 10 1908 pcep
|_D0000_200508 19 18 1505 pesp
|_DO00-_700508 19 17 1505 poap
et _0DO0S_200508 19 15 1507 peap
1 _Oo0e00eg,  FOa(roe(es 19 18 159007 prsp
_D00OT_200%08 1918 1900 peap

il puame

Fibes of pe Al Files ™)

sesst] 00007 _ 005087 51 B 508 peap

| Fber_| |

(* Prapord packsts to ervineg i
() Menge packats chionooge: ally
() inpoend packeets o exating file

v n |‘" il I

Bt | _ OO0 _ 200500100 21 100 e s wsk]_DOO15_20
testl_00009_20050019% 0151 0pcan skl 00014 _2
ragtl_00010_200508 1918161 2 peap g1 _Dma17_X0
host | _DOOL | _I0IS0RIPISI5] Epoap 1_D) @ _3
hest |_DO01.7_2S0E19IS1514 peap 1_DM019_i
Bt | D3 B0eFSa0s 1O S Sl e prEp 1_ Dm0
tect | D001 4_200508191 8151 T prap 1_0maz1_x

>

”

Fiiename: hest]_OD0OT_ 2005081318 1508 poap
Format: wivechant MTrpdumpy’ . = ibpcan

S 1074 byt

Paek b mn

Fieel Pashae J00E08-19 181508
E lagrnad oooem

] 5.8.

o etkKooooon

Edename  bed.iap

Formal | Epcap (lopdenp, Echeneal, #ic.)
Sarm: 15317 trytms

Dgciomta 120

Py Packesl: 0A-0M-27 20000 48
Elagrsnd bime: 000002

|E:r.:u-1|[1t+;-u|

Unix/Linux:GTK version >= 2.4

OO0 Gmp/GNOMED OO OOOOOOO

0 59. OO

e e eI

GTkH O Ugoogg

Crmc o | Fim |E
\ vy
- —en oad
:I.l-r -:lu-.--_:.-allrlh
[~ i ot o N : : :
""T:“':F_:HL :‘..-_"f‘E“ Unix/Linux: GTK version < 2.4 / Microsoft Windows (GTK1
el Ao o installed)
Loy i || AR ST PIEAT r
Magad et e e Wb Ak | P
| -
o Pl ik e by e Pachen
W i o Fodl Paghat
o e ek e e e lagssitiwes
Telchan T mee— 5w
[ ]
| o | ceed |

oooono (0o 46 [
Jogbgbguogogn

CO00fddoooooog” yoood "Multiple  Files/ OO0 "OO0O4OOOoOoOO

0oodooooooog Wirreshark DO0UO0O0D0D0OD0O0O0O0OOOOOO0OOOOO

Wireshark 000000 0O0O0O0O0OOOOOO t O7?

Joooooououodog +" "+o0u+" "+i0uod +gdogbooobooouogn

"test_00001_20060420183910.pcap’. 00000000000 OO00DODOO (000DOO "test)y OO0 (O
O:pcap”) 0ODOO0O0DOOO

D00ooooooooooono Wwreshark D000 00D0D0O0O0O0O0OOODO0O0O0O0O0OOOODO0O0O0O0O0OOO
Jogbooodgotubotdbotobobon



oottt toboboboubotubotbuobuobon Wireshark [0 0 [
oot obobogoubtdbobobobooubotubbuobobobooubouboubd

oo

Od"kle” OODOOOO0O "RileSet" O000O0O00O0OO0OOOO0OO0OON

« ListFiles bbb otdbootgbbotgtbobgtdbotdbootdbogbod
e« NextFiles 0O00O00O0OO0O0DO0O0OOO0OOOOOOOOOOO
« Previous Files goboogotdbtdbotobobogotdbogod

55.1. UUotogd

0 5.10. OOOOOOO

Wireshark: 17 Files in Set

Filename

() testl_00002_20050819181505.pcap
(O test1_00003_20050819181505.pcap
(O test1_00004_20050819181506.pcap
() test1_00005_20050819181507 pcap
(O test1_00006_200508191681507 pcap
() test1_00007_20050819161508.pcap
G testl 00008 _20050819181509.pcap
O test] 00009 _20050819181510,pcap
() testl_00010_20050819181512.pcap
(O test1_00011_20050819181513.pcap
() test1_00012_20050819161514.pcap
() test1_00013_20050819181516.pcap
O testl 00014 2005051918151 7. pcap
() testl_00015_20050819181518.pcap
O testl 00016 _20050819181518.pcap
() test1_00017_20050819181518.pcap
oo in directory: Diffileset

{ @HEH:' J A Close

Joooogodgbotdbooboobouoogo
« Filename U0O0O0O0O0OOOO0OOOO0O0O (UUQOUOO0OO0OO )Y Ooooboooboooboooooooo

e« Created UJOUDDOUOOO
« LastModified O0O0OU0O0O0O0O0ODOOO0OO0O0O

e« sSize JOOOOO

0000 ".indirctory:" oo otdgbootdd
Jbootdbootdbotgtbtgtdbgtbootdboodn

Close OO OOOOQog

5.6. U000

Wireshark 0000000000000 0O0O0OO0OOOO Wireshark 00000000000

HEN
DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD

XXX - add detailed descriptions of the output formats and some sample output, too./ Joooooodon
Jdoodooboooooooo

5.6.1. "Export as Plain Text File" HRERE

Joooodn "plainAsc O "ODOODODODOOOOOODOOO



[ 5.11. "Export as Plain Text File" 0o

@ Ethereal: Export as "Plain Text” File
Export to File:

_l i

Packet Range Packet Format

| Eapturgd" Qispl,,-}fed] Packet summary line

(+) All packets 191 Packet details:

(O Selected packet only 1 O Al collapsed
(+) As displayed
() Al expanded

() Specify a packet range: [_] Packet bytes

|| Each packet on a new page

‘ x Cancel

« EXxport to file: ogoooogogd
« PacketRange OO0 58 0O “ O0OOOO”

« Packet Details (] [0 2?7

5.6.2. "Export as PostScript File" 0 oo

OO0000 PostScript OO0 PostScript UOOOOOOO

0O
H‘P PostScribt OO OOOO ghostscrip OO0 PDFROODOOOOOOOOO foo.ps OOOOO ps2pdf foo.ps
Oooooooonon

[0 5.12. "Export as PostScript File" 00O

@ Ethereal: Export as "PostScript” file
Export to File:

_l i

{PostScript Files can be easily converted to PDF Files using ghostscript's ps2pdf)

Packet Range Packet Format
|£ﬂptur=dJlﬂispla}redJ Packet summary line
() all packets 191 Packet details:

() Selected packet only 1 O all collapsed
(») As displayed
() Al expanded

() Specify a packet range: || Packet bytes

[] Each packet on a new page

‘ x Cancel

« EXxport to file: ogoooododd
e« PacketRange: OO [0 58 [0 *“ OJO0OOM”
+« Packet Details: 0?2?27
5.6.3. "Export as CSV (Comma Separated Values) File" 0 od

oo tdbtdbotobobgn xpUUDUOooboogbobooogogo

Joogooon ecvduoouoodoooooon



« EXportto file Joooooogogd
« PacketRange OO0 58 0O “ OOOOO”

5.6.4. "Export as PSML File" HRERN

Jooood pSMUOOOOOODOOOOODOOOOD xmOdOoOOdPSMOOUODOOOOO
http://www.nbee.org/Docs/NetPDL/PSML.htm.

[1 5.13. "Export as PSML File" 000

@ Ethereal: Export as "PSML" file B@E

Export to File:

Packet Range

(*) all packets

() selected packet only

() specify a packet range:

« EXxport to file: ogoooooogd
e« PacketRange: OO0 58 0O “ 00000

OO00000 Packetdetails 0OO0O0O00O0O PSMUOODOOOODOOODODOOOOOOOO

5.6.5. "Export as PDML File" HREEN

Oo00o00 pDMOOO PDMOOOOOOO xmOOOOO PDMIOOOOO
O : http://www.nbee.org/Docs/NetPDL/PDML.htm

HEN
PDMIDDDDDDDDD Wireshark OO PDML O 0O000OO0ODO0OOOOOOOODOO

[J 5.14. "Export as PDML File" 0o

@ Ethereal: Export as "PDML" file B@E

Export to File:

Packet Range

(&) all packets
() selected packet only

() specify a packet range:

* EXxport to file dodoood
e« PacketRange: OO0 58 [0 *“ Od00000”

DO000dooonond Packetdetails 0O000OO0O0O PODMUOOOOOOOOOOO



5.6.6. "Export selected packet bytes" 000

[0 5.15. "Export Selected Packet Bytes" oo

(@ Ethereal: Export Selected Packet Bytes E"E”g_]

Mame: |

Save in folder: |E; Debug_GTK2

Will save 28 bytes of raw binary data to specified file,

+ Browse for other Folders

[ E;ave H x;an-:el ‘

« Name: U DUOUOUOOMO
+« Save in folder: Dodoodooogood
+« Browser for other folders D00 dodooogogogn

5.6.7. "Export Objects" 0 oo

guobogotdbtdbotdbobobogotdbtdbotobogbgn guogboogd b AHtMd oo gogotd oo

Joogboogogotd HTTPHOogodbodboobng bbb obooy bbb obo obon
Joogbooogbotubdbogboyg bbb obobouooubtubuoboboboboun oooooo (O

OO000dd Wireshark DOO00O0OO00O0OO YDODOOOO GTKIDO Wireshark 000 0O OO

[ 5.16. "Export Objects" 0og

P acket num | Hostname Content Type Bytes | Filename

1546 www. wireshark. org text/htrmi 8837 www.wireshark.org

1593 www. wireshark.org text/css 4243 ws-l.css

1845 www. wireshark. org apphcation/x-javascript 1185 common.js

2488 www. wireshark. org image/png 26763 front_screen.png

2592 www. wireshark.org image/png 8783 wslogomedbluell3. png

2978 www. wireshark. org Image/png 6525 wsiconinst80.png

2987 www. wireshark.org image/png 159 cg_fade bg.png

3071 wwww. wireshark.org image/png 296  top_navbar_bg.png

3441 ads. wireshark erg imagefgif 43 adleg phpThannerid=12& clientid=25& zoneid=05& source=front & block=08& cap

3525 www. google-analytics.com image/gif 35 Sutmac=UA-805389-26 ubtmecc=__utma% 3D 87653150.554435287.1170445
: il

Save All

@ ]:ldpl X Close | @ Save As

Jogn

Packet num

Jobotoodbotdbtdbtoboboboububotoboboun

Hostname



Joooood HTTPOOUOOOOooooodoood
Content Type

ot HTTRPHO O OO

Bytes
Oooooo
Filename
URLOODOOOO (ooo " oo)yooodoodooooooboooououooouoooboooouo
DJooooo "HTTPPOSTHUO (UOUOOUOOO0OOOOO cCcaeluUodododnd URL)
oooon
Help
Joooooodo (.67 0O0O)
Close
O000dn
Save As
oo ddoboooddobon flename UOOO0OOOO0OOO0ONO
Save All
Dooodoodo filename DO0OOD0O0OOO0OOO0OOOOOOO0OO /0000 o00uooooodn
Joooooooododooooo Wireshark DOODOO0DOO0DO0OOO0OOO (DOOOoooOoooOoO Ho
5./. UDOLO
OJooodooo Fle OO0O "Print..." OJoooooodgodg o 5417 “ "Print” Jo0” doodduooo

5.7.1. U0 UOOO
[0 5.17. "Print" HREEN

Wireshark: Print

() PostScript

[] Output to file: | | e

Packet Range Packet Format

| gaptured" Displa';.red} Packet summary line

() Al packets 1 Packet details:

(0 Selected packet only 1 O all collapsed
() As displayed
() all expanded

() Specify a packet range: [ ] Packet bytes

[] Each packet on a new page

[ & e ‘ & print ‘ X cancel

Jogbogooguouogn

Printer

Jogboogoogouogdn



Print Text

OO00000 plaintext OO

PostScript

00000000 PostSertipt DOOOODODOOOOO 2

Output to file

0000000000000 000000Donooood

0000000 Outputtofle 000 ,000000000 BrowsedODODOOOOOO

Print command

Juooubguod

0O
DDDDD Windows 00 00 0 0O O

OO00o00oo0ood  lIpr .Youwould change it to specify a particular queue if you need to print to
a queue other than the default. 00

lpr -Pmypostscript
OO0O00O00 Outputto file Ldooooooooood
Packet Range

Jobogogodooooudg b s8 O “O0doogr”

Packet Format

Jotboboubotubtdbtobtoboboubotgbtdn [J 5.19 “ "Packet Format" 00"

5.8. UUUUOL

Jooodoooooooog , 0000000 (bbb )yoodo "Packet Range"' D OO ODODOOOOONO
googg

[0 5.18. "Packet Range" 000

Packet Range
| Captured || Displayed
(*) all packets 120
(O Selected packet only 1
() Specify a packet range: 0

000 Captured DD D0OOODOOOODOO0OODOOOOOOOOOO Displayed OO0 0OUOOO0OOOOOOOMO
oooogogg

All packets
Ooood
Selected packet only
Oooooood
Marked packets only

ooogon



From first to last marked packet
Jdo00oddobooooodooboooobooooooooooo
Specify a packet range

D0o0oodoooooooog 5,50-15,20- 000000 5000 10-150000 (00O 1001500000
200 000ound

5.9. Uoognd

oot obobouodboubtobooboobouogno

[1 5.19. "Packet Format" 000

Packet Format
Packet summary line

Packet details:
) all collapsed
(») As displayed
() all expanded
|| Packet bytes

| | Each packet on a new page

Packet summary line
DJo0o0oo0ood "PacketList® O0O0OO
Packet Details
[0 0O Packet Details [
All collaspsed
"Packet Details" [ 0O 0 "all collapsed" Joo0oooon (mooood)
As displayed
"Packet Details" OO0OOO0OOO0OOOO
All expanded
"Packet Details" [0 "allexpanded" 0O 0OO0OO0O (DOOOOO )
Packet bytes
OO0O0o0o0odn "Packet Bytes' OO OO0
Each Packet on a new page

Joo0oooooono (Doooouoog /ood text DOOO00DOO0OOOOOO0O )

2 0000000000000 D0000000000DD000000000nonO Output to file, guoogn
00000 outputto file JO0o0o00od .out, JOOO acrobat DOODODOOOODOOOOOO .ps, DOOOO

D0000oooooooogoon  Acrobat Distiller Jobodgbod pPDH2OO

D000 PostScript 000D 0O0O0O0O0OOOOO0O0O0OO0OOOOOOOOOOOOOO print text oot
0o



o6 U buduood

6.1. UOOUOUOUn

oottt oboboouboubounod
Joogoogogodod

ooy +" oo, oottt oooobooboon [] 6.1
“ Wireshark OO0 OO0 TCPOOUOOO” DOOOOOO TCPOUODUOOOODOOOODOOODOOOO  (ack:190) O

Joooooooooooooooo =

0 6.1.Wireshark 0OOOOO TCPUUOOOO

test.pcap - Wireshark

File Edit Wiew Go Capture Analyze Statistics Help

S @ 8 8 6 o@Ex 6 &8 @ « » » F ¢
E]Eiter:l - +E:r:pressim... ‘3,

No, - Time Source Deskination Protocol  Info

o ot B - L Y Ao AU e S EE T4

1.266628 . 0. 192.168.0.2 [PSH, ACK] Seqg=1 Acks=

1.266819 192.168.0.1 [PSH, ACK] Seq=1 Acks=
1.267850 192.168.0.2 [ACK] Seq=510 Ack=20

1.274447 .168.0. 192.168.0. 1 [FIN, ACK] Seq=190 Ac

> 1.27498 le. 168.0. C > 3197 » ALK] Seg=20 AcCK
3? 1.275018 193 153 ﬂ 1 TCP http [ACK] Seq=191 Ack=21
38 1.276019 5 NEE 192.168.0.2 TCP 3197 [FIN, ACK] Seq=26645

192.168.0.2 TCP 1025 » 5000 [FIN, P!EK] Seq-ﬁlﬂ AC

g - e ™~ il T - - wl PN L W e | L L] L

| »

+ Frame 36 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: Metgear_2d:75:9a (00:09:5b:2d:75:9a), Dst: 192.168.0.2 (00:0b:5d:20:cd:02)
Internet Protocol, Src: 192.168.0.1 (192.168.0.1), Dst: 192.168.0.2 (192.168.0.2)
- Transmi ssion Control Protocol, Src Port: http (80), Dst Port: 3197 (3197), Seq: 20, Ack: 190, Len: O
Source port: http (80)
Destination port: 3197 (3197)
Seguence number: 20 (relative sequence number)
Acknowl edgement number: 190 (relative ack number)
Header length: 20 bytes

<

000 Ob 5d 20 cd 02 00 02 G5b 2d 75 9a 08 00 45 00
010 00 28 00 84 OO0 OO0 40 06 T8 f8 cO aamm cO ag
020 00 02 00 50 Oc 7d OO0 0O :

030 Oc 00 93 ca 0O 00 00 00 OO0 00 OO QO

Wcknowledgement number (tcp.ack), 4 bytes [P: 120 D: 120M: D

O Wireshark DO O0OO0O0O OD0O0OD0O0OO0OO0O0O0OOO0O (DQOOd00dOobOU0o0oobO0ooobouoooboooo (update list
of packet in real time ))

Joooogodbotdooboobogodogod 6.2 “ 00O Jooobooboogogodod
D0o0oodooooodoooog  Display->Show Packet in NewWindows O O 0000 0d0doooooooogoog

0 6.2 O0O0OOOOOO

361.2/4967192.168.0.1 192.168.0.2 1CP http > 319/ [FIN ACH] Seq 20 Ack=190 Win=3072 Len=0 [ |/

:: Frame 36 lhll I'_I}'I"E:-. on wl r"-r B0 I_l fPr'l_:ur:ﬁ'urn-dJ S

+ Ethernet II, Src: Netgear_2d:75:9a (00:09:5b:2d:75:9a), Dst: 192.168.0.2 (00:0b:5d:20:cd:02)
+ Internet Protocol, Src: 192.168.0.1 (192.168.0.1), Dst: 192.168.0.2 (192.168.0.2)

= Transmission Control Protocol, Src Port: http (80), Dst Port: 3197 (3197), Seq: 20, Ack: 190,

g omim wemwrds w byl DY

<

Ob 5d 20 cd 02 OO0 b 2d 75 Ea 08 00 45 00

28 00 84 00 OO0 40 '_. f&8 cO ag 00 01 cO ag

02 00 Oc 7d QO .ﬂ 68 14 3c 38 dd 9b S0 11
- 00 93 a oo OO0 OO OO : OO0 OO OO0




6.2. UOOOO

Jogboogotdbotdbtdbooboboogoubtbtoboobooouboubogn

6.21. UO0OOOOOOOOO

063 UUOOOOOOOO

test.cap - Wireshark
View GO Capture Analyze

o @ e ee @

Filter: | b

File  Edit Statistics  Help

x

Expression..., Clear

%@ & @ @« » » ¢ %

Apply

Destination

i B W ke R W A W

192.168.0.1
192.168.0.2
1592.168.0.1

Mo, - Source

et e W i e W R i

192.168.0.2
192.168.0.1
152.168.

Time

e ke W b o Rl e e

20 1.250285
21 1.250810
. 250842

TCP
TCP
TCP

Protocol

ACK] Seq=256 »
ACK] seq=114 ,
Seq=257 Ack=1l:

. 221868
. 252826
.233323
. 254502
. 234532
. 254640
. 256388

Mark Packet (toagle)
(5 Set Time Reference (toggle)

Apply as Filter
Prepare a Filter
Conversation Filker

Follow TCP Skream

+ Frame 23 (60 bytes on wire, 60 bytes captur
Ethernet II, Src: Netgear_2d:75:%9a (00:06:!
Internet Protocol, src: 192.168.0.1 (192.1¢
Transmission Control Protocol, Src Port: 1f

source port: 1025 (1025)

pestination port: 5000 (5000)

sequence number: 1 (relative sequence
Acknowledgement number: 1 (relative ac
Header Tlength: 20 bytes

Copy
Export Selected Packet Bytes, ..

Decode As, .,

Print...
Show Packet in New Window

sefg=1 Ack=1l W
ACK] sSeq=2661:
Seq=0 Len=0 M:
ACK] seq=0 acl
Seq=1 Ack=1 w
b | Mot Selected Jupnp/service/Layer:
b | ... and Selected [ACK] Seq=1 Ack=1%0
... or Selected = -

... and not Selected

... OF not Selected

y 1_20:cd:02 (00:0b:5d:20:¢cd:02)
(192.168.0.2)
3 (5000), Seq: 1, Ack: 1, Len: @

Sa 08 00 45 00
as 00 01l <O a8
37 7f a7 50 10
00

75
cQ
3C
00

5b 2d
9 00
67 81
00 00

00 0b 5d 20 cd 02 00 0%
00 28 00 7c 00 00 40 06
00 02 04 01 13 88 00 00
0c 00 &7 97 00 00 00 00

000
010
020
030

File: "D:\Projects\Patchnoseiworkpackage_deviwp3_ioldocbookiexamplesitest.cap” 1... P: 120D: 120M: 0

bbbttt gbobogotgbtdbtgbotobogbootgotubodbod

061 0000O0OOO
. 0000 .
00
|Mark Packet(toggle) Edit |D /000000
Set Time Edit 00/000000
Reference(toggle)
Apply as Filter Analyze 0000000000000
Prepare a Filter Analyze |D Joooooododon
000000 000000000000 O000O0O00O0 0000000000
Conversation Filter - Joooooooooooooon (obobbooob )y (XXX -add anew
ection describing this better.--- doooooooooooooo )
STCP : oooo
Follow TCP Stream Analyze 000000000000 TCPOOOOO
Follow SLL Stream Analyze {0000 TCPOOO SSLOC
Copy/Summary(TEXT) |- 000000000000 (0 tab0O0000 )
Copy/Summary(CVS) |- 0DO0O0000000000 (CvsOO,0000)
Copy/As Filter - D00D00000000000000000000
ﬁggwwmmwwm( : 0 1600000000000000000




00 Ooon 00
OO

Copy/Bytes(Offset
Text) - O le00000000000O0000O00OO0OOoOoO0On
Copy/ Bytes (Printable | 0 ASCIDO0D00D00000000000000000
Text Only)
Copy/ Bytes (HEX ] Oile000000o00oououoooooooon an unpunctuated list
Stream) f hex digits Jo0o0oooooooooooon
Copy/ Bytes (Binary ) O raw binary ODO0O0U00O00O00OO0O0OODOOOOOO  "MIME-type
Stream) |application/octet-stream" 0000000 GTK+1xOOoOOooOod
Export Selected Packet :
Bytes File ODOoo0obodooooooooooon Rawpacket 00O OO0 O0OO0OOOOO
Decode As... Analyze |[D00O000000000000 (0DOO)
Print... File DOoC

how Packet in New :

: View DJoooooooOn

indow

6.2.2. UO0OOOOOOOOO

064 ULUOOOOODOOOOOO

" test.cap - Wireshark
File Edit VYiew Go Capture Analyze Statistics Help

S @ e ee @ x %8 R e F I

Filter: |

¥ Expression.., Clear Apply

Mo. - Time Source

mlim w® e ¥ e o' Wele | el mibr o e ¥ wlr W " §

20 1.250285 192.168.
21 1.250810 192.168.
22 1.250842 192.168.
23 1.251868 162.168.
252826 152.168.
253323 192.168.
254504 192.168.
25345354 192.168.
254640 192.168.
256388 192.168.

o I I

Hrar e P g

CcCooCo oo

B Frame 23 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: Netgear_2d:75:%a (00:06:5h:2d
Internet Protocol, src: 192.168.0.1 (192.168.0.
Transmission Control Protocol, Src Port: 1025 (

source port: 1025 (1025)
pestination port: 5000 (5000)
sequence number: 1 (relative sequence numh
Acknowledgement number: 1 (relative ack nu
Header Tength: 20 bytes
Flags: O0x10 CACK)
window size: 3072
Checksum: 0xe7%7 [correct]
# [SEQ/ACK analysis]

) 0b 5d 20 cd @2

J 28 Q0 7 Q0 Q0 4C

J 02 04 01l 15 88
Oc Q0 e7 97 00 Q0 0O

Frame (frame), 60 bytes

Pratocol
TCP
TCP
TCP

Expand Subtrees
Expand All
Collapse Al

Copry
Export Selected Packet Bytes...

Apply as Filter
Prepatre a Filter
Follow TCP Stream

Wiki Protocol Page

J Filter Field Reference

Protocol Preferences...

Decode As, ..

P:120D: 120M: 0

oottt obouoogn

0 6.2 UOU0OOOOOOOOOOO

ACK] Seq=256 »
ACK] seq=114 ,
Seq=257 AC

5000

3196 [FIN,
http [S¥YN] Seq=0 Len=0 M:
http 3197 [s¥N, ACK] Seq=0 Acl
31597 > http [ACK] Seq=1l Ack=1l w
UNSUBSCRIBE Jupnp/service/Layer:
http > 3197 [ACK] sSeq=1 Ack=19%0

http
3197

VoW Y VR Y Y Y

cd:02 (00:0b:5d:20:cd:02)

.168.0.2)

00), Seq: 1, Ack: 1, Len: @
..

2 Selected
P Mot Selected
... and Selected
. OF Selected
.+, and naot Selected
.. or not Selected

Joog

RN
0O

RN




Joog

OO OO

OO
|Expand Subtrees View 0o0o00o0ooon
[ExpandAII View Jdoooooooooooao
|Co||apseAII View ogoooogodod
|Copy/Description - Joooooooooooodo
|Copy/ASFiIter Edit Jodooooooooooooooooo
opy/Bytes(Offset OO0O000 Hexdump-like OO0 O0O0O0O00O0O0O0O0OOOOOOOOOOOOO0O
Hex Text) Jdooddoooooooooooo (mobboooooboogoao )
opy/Bytes(Offset ] 0 Hexdump-linke OO 000000000 OO00OOOOOOOOOOOOOOO
Hex) Jdo0ooooooooooono (boooooooo )
OPY/Bytes OASCIIOO00O00D00o0oooooooooooooooooooooooon
(printable  Text Only) Jdo0odoooooobodoooooooooooad
Copy/Bytes(Hex ] j O unpunctuated list hex digts UUO0U0U0O0U0OOU0OO0OO0OOO0OOOOOO0O0O0
Stream) Jdoodooooooooooon (oooooooog )

O rawbinary ODO0O00O0O0O0OO0OO0O0O0OOOO0OOOOOOOOO0OOOOOOO
Copy/Bytes(Binary Jdooooono (oooooooo yoood
Stream) MIMEtype “ Application/octet -stream” UO0OOOO .0000 GTK+1.xO OO
[]

Export Selected File J00000000000000 rawpacket 000000000
Packet Bytes...
Apply as Filter analyze OO0 OO0OO0OOOOOOOOOO
[PreapareaFiIter Analyze ODO0O0OU0OO0O0O0O0OOO0OOOOOOONO
IFoIIowTCPStream Analyze |[DO0000O0O0OOOOOOOO TCPOOOOOO
|FOIIOW SSL Stream Analyze |00
Wiki Protocol Page - Jdo0odooodono wKkKigooodoo
Filter Field

- OJoooooono WEB O
Reference
Protocol

- Jdo0oddooddoooooooooooooooooooooood ?7?77?
Preferences...
IDecodeAs... Analyze |[DO000O0O0O0OO0OOO0OOOO0O (DOOOOO)
IResoIveName... View Jdooddoooooooooooao
|G°tocorr85p°”d'”g Go 000000000000
Packet ...

TNNDO O OO QOO

6.3. UUOUOUOUMO

Wireshark DO 0000000 D0D0O0O0O0O0OOOODDOD0O0O0OO0OOOOOOD0O0O0OO0O0OODOOD00o0ooooOoDoDn

Joooodon 48 0O

cogogo® oo

oottt oboboouououod

o

« [0
« J0O0OO
e« OO

« OOOO

e JOOOOOO

ooboogoogouodogod

Joooogg

] 6.5.

O TCPU O O O

Fiter OO0O0O0OO0O0O0O0OOOOOOOOOOOO0O 0000t tep O




test.pcap - Wireshark
File Edit View Go Capture Analyze Statistics Help

o o e @ x % & @ ¢« % » F I

Filter: |T'3Fl ¥ Expression... Clear

No, - Time Source Deskination Protocol  Info

11 1.220156 J8 - - >
12 1.227282 . 0. . http >
13 1.227325 192.16 3196 » http [ACK] Seq=1 Ack=1 Win
14 1.227451 192.16 0. SUBSCRIBE Jupnp/serwvice/Layer3For
15 1.229309 .0. http » 3196 [ACK] Seq=1 Ack=256 W

17 1.248355 . » 0 1025 » 5000 [SYN] Seq=0 Len=0 MSS
18 1.248391 . 0. 192.168.0. 5000 » 1025 [SYN, ACK] Seq=0 Acks
19 1.250171 . 0. 192.168.0. HTTP/1.0 200 0K

20 1.250285 192.168. 3196 » http [FIN, ACK] Seq=256 Ac
21 1.250810 192. - 0. 192.168.0. http > 3196 [FIN, ACK] Seq=114 Ac
22 1.250842 192, .0. 192.168.0. 3196 > http [ACK] Seq=257 Ack=115
23 1.251868 192. 0. 192.168.0. 1025 5000 [ACK] Seg=1 Ack=1 Win
24 1.252826 192. 0. 192.168.0. http » 3196 [FIN, ACK] Seq=26611
25 1.253323 192. 0. 192.168.0. 3197 » http [SYN] Seq=0 Len=0 MSS
26 1.254502 192. 0. 192.168.0. http » 3197 [SYN, ACK] Seq=0 Acks=
27 1.254532 192.16 192.168.0. 3197 » http [ACK] Seq=1 Ack=1 Win v

| »

+ Frame 11 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 192.168.0.2 (00:0b:5d:20:cd:02), Dst: Netgear_2d:75:9a (00:09:5b:2d:75:9a)
Internet Protocol, Src: 192.168.0.2 (192.168.0.2), Dst: 192.168.0.1 (192.168.0.1)
Transmission Control Protocol, Src Port: 3196 (3196), Dst Port: http (80), Seq: O, Len: ©

00 09 5b 2d 75 9a 00 Ob &5d 20 cd 02 08 Q0 45 00
00 30 18 48 40 00 80 06 61 2c cO aB 00 02 cO a8
00 01 Oc 7c OO0 50 3c 36 95 f8 OO0 OO OD OO 70 02
fa fO 27 0 00 OO0 02 04 05 b4 01 01 04 02

|File: "D:\test.pcap” 14 KB 00:00:02 [P: 120 D: 103 M: 0 [Expert: Error]

oo gooooogbodgon Teppugbouoboobun 1-1o0bpobtuobbo bobuobuoboo
N I A o A

HEN
DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD

D000 Wireshark 000000 0O0O0O0OOOOD0O0O0O0O0OO0OOOOO0O0O0O0O0O0OOOO0O0O0O00O0OO0OO

Jo0d0odoododoooood  AddExpression... ODUO0U0Od0UdododoOoodono .000eb5 O “* Filter
Expression/ 0 O0O00O0” OO0

Joooodododooboobouoogo 192.168.0.1 OO0 O0OO0OOOO ip.addr==192.168.0.

HEN
DD Clear DO QO QOQOQO

6.4. UULUOUOOUOOOMN

Wireshark DO 000000000 0O0O0O0OOOODDOD0O0O0OO0O0OOOOOD0O0O0O0O0OOODOO000o0ooOoDDn
Jooboooodgotdbotdbooboobon

HEN

e 0000 Wireshark Wiki Display Oo0d0ooooooooooot
http://wiki.wireshark.org/DisplayFilters.

6.4.1. 0O0O0OOOO

bbbt obogbogbotdbtdbtobobouogbtdbotbubobogbotgbubd TCP
Jougooong TePdogot

] O "Help/Support Protocals"/ DO/000000000 "Display Filter Fields/ Joooono "oououood
DO0o0ooooon



6.4.2.

HREEN

bbb tdboobobobogogn 63 “ UUOO0ugogon”®

[]

6.3.

HEN
Doooooooooooogo (einky DOODOO0OOOOOO0OOOOOOOOOO

guoodbootnd

English

C-linke

oot

S

Equal
ip.addr==10.0.0.5

ne

Not equal
ip.addr!=10.0.0.5

ot

Greate than
frame.pkt_len>10

It

Less than
frame.pkt_len<128

ge

Greater than or equal to
frame.pkt_len ge 0x100

le

Equal
frame.pkt_len <= 0x20

6.4.3.

oot

Jogboooogotdbtdbooboobobogogn 64 " 0Oogogopggog”

[]

6.4.

Joooogodod

[English

C-linke

oo

and

&&

Logical AND
|ip.addr::10.0.0.5 and tcp.flags.fin

or

Logical OR
|ip.addr::10.0.0.5 or ip.addr==192.1.1.1

XOor

NN\

Logical XOR
tr.dst[0:3] == 0.6.29 xor tr.src[0:3] == 0.6.29

not

Logical Not
inot lic

L.

]

Substring Operator

Wireshark DO 000000000000 0O0OOO0OOO0O0O0O D00oodooon (oo
Oo0)yoooooooo

ieht.src[0:3] == 00:00:83

0000 nmUO0O000000OO0O0O0O0O0O0O0OO0O nOOO0O0O0O0O0O OUOOO0OOOODODOOO0OOOO
OO0 100000000000000 )DmOOoODOoooooooooo

leth.src[1-2] == 00:83

0000 n-mUdUOddddddddd nOOOOOOO0O mmUOO0000OOO
leth.src[:4]=00:00:83:00

O :mboobooooboobooobobobo ndO OO O:m
leth.src[4:]=20:20

Ut nogbotggbodotd nbO0

ieht.src[2] == 83




English [C-linke Joogd

D000 n DUOUOUOOODODOOUOOO doddooododoooododd NnNUUOQOO0OO0OOon
n:1

leth.src[0:3,102,:4,4:,2] == 00:00:83:00:83:00:00:83:00:20:20:83

Wireshark 00000000 0O0O0OOOO0OOOOO0OOOOOOOOOOOO

6.4.4. 0O00O0OOO

0O
@ Jooooooon "= o000dd eth.addrip.addr,tcp.port,udp.port Jooooooodoogo

OOoodgd ip.addr==1.2.3.4 Doooooooon pd0ddd 1234 000
OO000dodn ip.addr!=1.2.3.4 Dooood p 000 1234 000000000 OOOOOOOOO

bbb tdbtoboboboubotubtdboboobon 1.234 OU0O0OOOOUOOOOO
ip.addr 1=1.2.3.4 Oooood "0o0boo0d ip 0000000 1.234" O0O0OO0O pO0O0O0O0OO0OOOOOO

Jouoooouoooouog 1,234 0Uoodon

Jo0ooooobooooooooodoodn poobb 1234 JO00O0O0ooooooOod Yip.addr==1.2.3.4) []
Joood oo 'ogdo ipaddr 000 1,234 O0O0O0O0OO0O™ O00O0O 0000000 ip.addr OO0
oot 1234 0O0O"

6.5. “ Filter Expression/ Jdooo” ddd

D000 Wireshark D000 00D0O0O0O0O0OOO0O0O0O0O0O0O0O0OO0O0O0O0O0O0O0O0OOO0O0O0O0O0

UO0oodon Wireshark 00000 0OD0O0O0O0O0O0OO0O0O0O0O0O0O0O0OOOO0O0O0O00O0OO0OOOOOoOn
Jogbgbguogogn

HEN
'u‘P Joboogboooubotuboubooboboood (DO0oooooooooog )

[ 6.6. UUOOUOoOn

Wireshark: Filter Expression

Field name Relation

2dparityFec | is present

+ 3COMENS ==

+ 3GPPZ Al
802,11 MGT

+ 802.11 Radiotap
802.3 Slow protocols
9P
Aall contains
AAL3/4 matches
AARPF
ACAP
ACP133
ACSE
ACtrace
ADP

+ AFP

bbb tdbtobobobououbotbtbobobobouogn

Field Name



Jogbogoogodotdbotd gbobotdbodbuoboobno to+suoubtub bobuobobouooubouo
oo

Relation

D00ooooooooog s present DOOOD0OD0ODOOOOODOO0OOOOODOODOOOOOOOOOO
Joooooooooooog (oobogobodg yoooo

Jooodoobodooodool oo (pouoooo "=="), oo oouooogd
0O

Value
OO0 oooooooogod fleldname OUOOOOO (OO O0OO03).

Predefined values

Jogboogboouogodboboobd cbtuobtbouobtuobobuuobobuobouobouonod
ooon

Range
Ooooooo
OK
Jodooooudooooud oKldooououodooo

Cancel

OO0000 Cancle DD OUOOOOOOO AddExpression OO 0O OOOMO

6.6. UOUUOUOUUUmn

oot obobogoubtdbobobobooubotubbuobobobooubouboubd

bbb tdboobobobogogn 100 Capture OO OO Capture Filters... 020 0 Analyze
0004 Display filter... OWireshark 0O OO0 O 6.7 *“ "O0OD0D0OO"O"ODOOOO "OO0O” 00000

HEN
DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD

HEN
@DDDD Save 0O ODUOOOOO OKOO Apply DDDUOOOOOOO wireshark OO0 OOO

0 e.7." UOOUon "o"0boou "toon

Wireshark: Display Filter
Filker

tpkt_long
tpkt_only

ethernet broadcast
dcerpc

DCERPC Fault

Properties

Filker name: |i|:| broadcast

Filter string: | ip.addr == 255,255,255,255 | + Expression. .. ‘

{ @UE":' J @gh: [ o Apply Jl Eiave H X Close |




New

Joooodoooodoooodonad Filter namél Filter string OOO0OO0OO0OO0OOOOOOOO0O
Oo0o00g "new'( OO fitername OOOOOOOO )

Delete
O00oo00oooooooooooooooon

Filter name

Jogboogoogouogdn

HEN
DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD
oot

Filter string
Jodoodooooooooooooooooooooooooooon

Add Expression

oottt otboguobtgd 1 6.5 0O “ “ Filter Expression/ []

goog” ogg”

OK

oodddbooodddbooooddooootddoboooddn
save

OO000ooooooooooooon  2?7?
Close

Jogbogoodgotdotobooboood

6.7. U0O0

oottt tdbobooboboogogn Edit 0000 Find Packet...
000 Wireshark 0000 O 6.8 “ "Find Packet/ OO0 "OOO” O0OO0OO0O3 .

6.7.1. OUOOOOO
[1 6.8. "Find Packet/ oo "otd

Wireshark: Find Packet
Find
By: (*) Display filker () Hex value () String

[

Search In String Options Direction

O up
(*) Down

{ (e Help ‘ &) Find H X cancel

OJooodoooooon
Display filter
O Filter: OOO0O0O0OO0OOO0OO0OOOOO oOoKQOOOO )

Oo00od 192.168.01 OUU0O0OO0OO0OUOOUOOOOOOOOOO



ip.addr == 192.168.0.1 and tcp.flags.syn

Jooogouooob Ooed O “Uoooog?”

Hex Value

Oooooooooood

Oodoo "oo00" Udbooooudooooouodn
String

Dooddooooddoooddn
Dodddboooodddoooddgooodddooooddoboooddooooddgn

goodootdbootdbg

UuP
00000 doooooddugn
Down

odoood (oooood )
6.7.2. "Find Next/ oo "ol
Ododdoooododooodn
6.7.3. "Find Previous/ oot "of
Dodddooooddoooodddoon
6.8. UUOOLMO
OoO"co"'bibbooooboooooonn
6.8.1. "GO Back” 0O 00O
OO0 Goback DOUOOOOOOOOOOO webOOOOOOOOOOOO
6.8.2. "Go Forward / o "gdg
Ddoodoooooooood webOOOUOOoOoooooonO
6.8.3. "Go to Packet/ Ooooo "ooo

[ 6.9. "GO to packet/ ooood "oodd

Wireshark: Go lo Packet D@@

Packet number: | 123|

[ @I;Ielp ‘ q}gumptn H x-.;ann:el J

Joooooood okliooodoo (Doouooodd jumpto, OJOOO OK?).

6.8.4. "Go to Corresponding Packet/ Joood "od

Jbootdbootdbotdbbogtbtgtdbotdbotdbootdbotdbn

—=a 00



Joooooooooooonn (oo )y ooooooooooooooooo

6.8.5. "Go to Firest Packet/ Jooodg "Od
Oooood

6.8.6. "Go to Last Packet/ Jogouod "Ud
Ooooood

6.9. U0OUO

oot obobogoubtdbobobobooubotubbuobobobooubouboubd
Joooouodod

HEN
@DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD

ooo/00/00b0dddooobooogoooooooooobooooog 058 0O “ 00
gog”

OJo0oodoooooon
« Mark packet(toggle) Doooooouo

+« Mark all packets googo .
+« Unmark all packets ooooo

D00oodooonD “"edit" OO0O% Mark packet(toggle) " 000000 0O0O0O0OOOOOOOOOOOOODOO

6.10. UUOOOUOodooon

oot obooogotuboboboobououoobuoboobon

Jooboggodoootdbobooboouogo 073 0O " 0007

Jogboooogotdbtdbooboobobogogn 035 0O * "kile" OO0~

Joooogogg

« Date and Time of Day: 1970-01-01 01:02:03.123456 Jooooooooon

« Time of Day: 01:02:03.123456 ogoooodd

e« Seconds Since Beginning of Capture: 123.123456 Jooodoudoodoouoogoouonoo 0O
JoooodonD (00 6101 0O * 0O00O00O0OO" )

« Seconds Since Previous Captured Packet: 1.123456 Joooooooodo

« Seconds Since Previous Displayed Packet: 1.123456 Do0o0odoouodooooon

o000 (0booooogoooob 1woooooo)yoo

« Automatic DOO0O0OOOO0OOOOOOOOO (DOOO)
e Seconds, Deciseconds, Centiseconds, Milliseconds, Microseconds or Nanoseconds Odododoodn
O00oo00oooooooooooooooon oc.O00ddooonoooooooooooon

Joogoogodbodbotoboobooogo® Seconds Since Previous Packet ” 00O OOO0OOO 1.123456. 000

000 "Automatic" OO0 OO0 OO0O0O0O libpcap ODOOOOOOOO (DOOOOO )YyOOoOUoooooooo OO
00 1000000000 (nanoseconds), 0O OO0 1.123456000.

6.10.1. 0O0OOOO

Jguootdbootdbotdtub bbb odbotbootdl bbb ogbbugdboodoo ,opgubd
gogbogotdbotdbtboboboobotdbtuboobogn

HEN
@DDDDDDDDDDDDDDDDDDDDDDDD



HEN

DDDDDDDDDDDDDD "Seconds Since Beginning of Capture" odogoooouododod
Jooooooooooooooodgn

D0o0oooooond Edit 00O TimeReference” DO0OO0OODOOO 0O 3.6 0O “ "Edt" OO

oooogogg

Adoooon

« Set Time Refernce(toggle) doooodoooodon

« FindNext D0OUODOOOOOOOODOOOO
« FindPrevious 0000000 0O0OO0OO0OOOOOO

J 6.10. UOOUOOOO

test.pcap - Wireshark
Edit

o @ 8 8 8 b @ =x
EI Filter: I

No. -

File Wiew Go Capture Analyze Statistics Help

€

=

5 R « » » F & |3

v o Expression... ¥uClear o Apply

Time Source Deskination Protocol  Info

4 1.025659 192.168.0. igmp.mcast.net IGMP V3 Membership Report

6 1.048652 192,168.0. 239,255,255.250 Source port: 3193 Destination po

& 1.055053 192.168.0. 192.168.0.2 Source port: 1900 Destination po

9 1.082038
11 0.114211
12 0.115337
13 0.115380
14 0.115506
15 0.117364

152.

g
192.168.0
192.168.0

192,168,
1592.168.

168.0.

192.168.0.255
J2.1bB. U,
192.168.0.1
192.168.0.2
192.168.0.1
192.168.0.1
192.168.0.2

Registration NE NBE10061D <0D0>

STandard guery A proxyCcont . waodg
3196 » http [SYN] Seq=0 Len=0 MSS
http » 3196 [SYN, ACK] Seq=0 Ack=
3196 » http [ACK] Seg=1 Ack=1 Win
3196 » http [PSH, ACK] Seq=1 Ack=
http > 3196 [ACK] Seq=1 Ack=256 W

0
0
192.168.0
0

' 192.168.0.2

- LB s L L

17 0.138410 192.168.

g L

TCP

i

1025 » 5000 [SYN] Seq=0 Len=0 MSS |,

- o Lt LI LT e | - - L L]

| »

Tdentitication: Ox1847 (6215

Flags: Ox00

Fragment offset: O

Time to Tive: 128

Protocol : UDP ({Ox11)

Header checksum: 0xal09 [correct]

Source: 192,168.0.2 (192.168.0.2)

Destination: 192.168.0.1 (192.168.0.1)
Eb 2d 75 9a 00 Ob 5d 20 cd 02 08 QOO0 45 Q0
18 47 Q0 00 80 11 a1 09 cO ag 00 02 cD aB
Ob d2 00 35 00 35 46 69 00 21 01 OO0 00 01
o0 00 OD 00 09 70 72 6f 78 79 63 6f ée 6A

77 30 30 34 OF7 73 &9 65 6d 65 6e 73 03 6e
Q0 00 01 00 01

|File: "D: test.pcap” 14 KB 00:00:02

cal=Uass | ssusEa
sliOasas swanumasn
ca e 5.5 Fi.!....

p roxyconf
004, 5 1emens.n

[P: 120 D: 120 M: 0

O0oooooon d tme OO0
googg

*REFO0O0O0OOO0O (UODO0O 1000)0ooooooooonooooooog

“Ogooooon0 1600000000 1900



7 U o

7.1 U0

ooood Wireshark ODO0O0O0OOO

7.2. "Follow TCP Stream"

Joooo TePOOUOogn TepUUOOOUOOOOO "Pollowing TCP streams"” OO0OOOO0OOOOOOONOMO
telnet DO0O0OO0O0O0OO0OO0OO0OO0OOO0OO0O0OO0O0O0OO0OO00O0O0O000O000OA0O TCPOOOOOnO
00000 Wireshark O "Following TCP streams" 0O 0O 00O OO

Joooooooooooog  T1TCPOOODOO Wireshark OO 0O OOO "Following TCP Streams” 0O 0 (0000
D0o00dooooooog yooodwireshark DOOD0OD0D0O0OO0OD0O0O0O0O0O0OOOOOOO0O0O TcpU O oo
oood o 71 * "Follow TCP Stream” OO 0O” OO

HEN
DDDDDDD Follow Tcp Stream 0O 0O0O0O00O0OO0O0OOOO0OOOO0OO TepU bt

7.2.1. "Follow TCP Stream" 1 O[O

[1 7.1. "Follow TCP Stream" 100

Follow TCP Stream

Stream Content

|5UESCEIBE Jupnp/service/Layer3Forwarding HTTP/1.1
NT: upnp:event

Callback: <¢http://192.168.0.2:5000/not1fy>

Timeout: Second-1800

User-Agent: Mozi1lla/4.0 (compatible:; UPnP/1.0: Windows NT/5.1)
Host: 192.168.0.1

Content-Length: O

IPragma: no-cache

HTTP/1.0 200 OK

Connection: close

Server: UPnP/1.0 UPnP-Dewice-Host/ /1.0
Timeout: Second-1800

SID: uuid:cf

ESE“’E ESHQEHNJ Entire conversation {368 bytes) v (&) ascl O EBCDIC O Hex Dump O C Arrays () Raw

[ @deln | X Close I ‘ E]Fiter Out This Stream

O00dooo0ooooogoooooogoogoogg Al BOOOODOOOOOO BO AODODOOOOOOOO
ODO0o0doodoodooogn  "Edit/Preferences” 0000 "Colores" OO OO0

Do00o0oouodoOoond XXX -What about line wrapping (maximum line length) and CRNL conversions?
Jo0ooooo TCcARbdoooooooooooonooooooooon

gogboogotdbtobgbon



Save As OO0 OOoooooO

Print DOOOOOOOOOO0OO

Direction 0O 0O0OOOOOO ("Entire conversation', "data from Ato Bonly" or "data from Bto A only").
Filter out this stream Jdoodoobooooboooooooon TCPO O

Close 00O OODODOODOO0OooOoOOoOoOoOoooon

A

Jobbogogbotuodod

1. AsClilOUooooooog AsSChouodouoooobooboog AsClhoooobono HTTP.

2. EBCDICI For the big-iron freaks out there. Jo00o0oooodod EBCDICO IBMOUOOOOOOO
Oooodnd

3. HEXDump U OO OUdoooooodoooodoooouoooouooooo

4. CArrays. OUOO0O0OO0OoUOooooOOo couoood

5. RAW 0000000000000 0oO0oooooooooba ASCIlOOOO" save As” OO OO
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8.1. UU

Wireshark 00000000000 0ogg
Jooodoooooon (oo )yooooooooog (oo odg HTPRHHOOUODOO )yoood

« LOOO
o Summaryl OO0O0OOO
o Protocal Hierarchy: dooooood
o Endpoints OUOOO0OOOOOOOO ip OO
o Conversations OUOO0OO0OO IPOOOOO
o IOGraphs DO0O0OOO0OOOOOOMO
« ULUOOOOMO
o ServiceResponse Time OUO0OO0O0OO0O0OOOOOOOOOONO
o Variousother OOOOOOO
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8.2. UUUN

oobogoogogd

[ 8.1."Summary" 00O

Wireshark: Summary E]@HZ]

File
Mame: D:jeest. pcap
Length: 15317 bytes
Format: Wiresharkftcpdump/... - libpcap
Packet size limit: 65535 bytes

Time
First packet: 2004-06-22 20:02:48
Last packet: 2004-06-22 20:02:50
Elapsed: 00:00:02

Display
Display Filker:
Marked packets:

Traffic Captured Displayed
Between first and last packet 2,113 sec

Packets 120

Ava, packetsfsec 56,789

Ava. packet size 111,000 bytes

Bytes 13373

Ava. bytes/sec 6328,662

Avg, MBit/sec

ErS

File

Joobooboogod

Time

Jooboooogbotdoobod



Capture
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Display

Ooooooon
Traffic

Jotbogbogbotgbtdbtobtobobouogbtuod Captured OO OOODOOOO Displayed 0O
ogbogotgdod

8.3. "Protocol Hierarchy" 1 [

Joooogodod

1 8.2."Protocol Hierarchy" HEN

Wireshark: Protocol Hierarchy Statistics

Protocol % Packets Packets
: Frame 100,00 120 0,051 1 0,000
=/ Ethernet 100,00%
Address Resolution Protocol 0,83%

=l Internet Protocol Q9,17%

= User Datagram Protocol 10,83%
MNetBIOS Name Service 4,17%

Dornmain Name Service 2, 00%

Data 1,67%

Internet Control Message Protocol 0,83%

Internet Group Management Protocol 1,67%

= Transmission Control Protocol 8s,83%

Data 16,67%

Malformed Packet 2,50%

ogbogotdbtdbtdbobgbogotubdod Joooodoooooooon +/-0ouodoooo o
googboogoug

ooooboboboooooon
Oooooon
Protocol
HRERERN
%Packets
OJO0000ooooooooooooooodd
Packet
Oo0oooooood
Bytes
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8.4. "Endpoints”
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HEN
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8.4.1. 000 Endpoint?
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Fibre Channel
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FDDI

FDDIO O O FDDI MAQI O
IPV4
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IPX
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TCP

TCPU OO IPOOO TCPOOUOOOOOO IPOOOOOOOOOOOOOOOOOO TCPL [
Token Ring

TokenRing( O OO )OO OO Token Ring MAC [ [
UDP

ubRJ oo POl ubRooogubh ubrboodtodh ipPOotdbdgdod ubRdd

Broadcast / multicast endpoints oo /00000
DD/DDDDDDDDDDDDDDDD J0d0ooooooooon ooooooooo (oooooo )

Joobobooood
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Jooboogogouodod

1 8.3."Endpoints" O

Endpoints: test.pcap

Ethernet; 5 TCP: 11

Ethernet Endpoints

Address Packets Tx Packets * TxBytes Rx Packets

Metgear_2d:75:9a 114 62 7313 =
192.166.0.2 120 = 6060 6

Broadcast 3 5 0 -
01:00:5e:00:00:16 2 Apply as Filter
01:00:5e:7F:ff:fa 1 Prepare a Filter Mot Selected
Find Frame ... and Selected
Colorize Host Traffic ... OF Selected
... and nok Selected

... or not Selected

Name resolution

ErS

0000000000000000000000000000000000000 (000 "Ethernet:5" 000 5
0 ethenet 000000 )00O0DO00D00O0000O00000000000000 (0000000000000
7).

Jogboouodgodogboobon

Nameresolution O0OO0OO0O0OO0OOOO0OOOOOOOOOOO0O (DOO0O0O Ethernetendpoint OO0 MAC

)oDoooooooooooooooooon "Netgear", DO QOOOOO IIPOO(ODO asppUdoon )y
DO0000oon (D00 macl OO :ffffffffff.ff) Jouood MAUOOOOod

HEN
“1) Jobobooodbtdbtdbtobobobooogogn (0O0obuoooon yboooooo

8.43. UUOOO "EndpointList" [0

Before the combined window described above was available, each of its pages were shownas separate windows.
Even though the combined windowis muchmore convenient to use, these separate windows are still  available.
The main reason is, they might process faster for very large capture files. However, as the functionality

Is exactly the same as in the combined window, they won't be discussed in detail here.

8.5. [ U /conversations

OO0o0obododgn

8.5.1. OOO0OOO /conversation?

OO0o00booooboobooboobogbogboobodobodgbodgngdn IPOOOOO IPOOOOOOOOO

8.5.2. "Conversations/ 1 0O " window

bbbt gbobogogn [0 84.2 [ * "Endpoints" [1[”

[1 8.4. "Conversations" 00



Conversations: test.pcap

Ethernet: 4 | IPv4: 4 TCP: 9 UDP: 7

Ethernet Conversations

Address A Address B Packets _ Bytes  Packets A->B Bytes &->B Packets A<-B Bytes A<-B

192.168.0.2 01:00:5e:7F:FF:Fa 1 175 1 175
192.1668.0.2 01:00:5e:00:00:16 2 108 2 105
192.168.0.2 Broadcast 3 262 3 262

Mektqear 2d:75:9a 192,168.0.2
: - Apply as Filker b | Selected A <->B

Prepare a Filter Mot Selected A-->B
Find Packet ... and Selected A <-- B
Colorize Conversation ... Of Selected A <-= ANY
... and not Selected A === ANY
.. or not Selected A <-- ANY
ANY <->=B
ANY <-- B
ANY --> B

kL

Name resolution

ErS

85.3. 0O0OOO" Conversation List/ Oood” oo

Before the combined window described above was available, each of its pages were shownas separate windows.
Even though the combined windowis muchmore convenient to use, these separate windows are still  available.
The main reason is, they might process faster for very large capture files. However, as the functionality

Is exactly the same as in the combined window, they won't be discussed in detail here.

8.6. "IO Graphs" [0

guogboogotdbtobogbgn

Joooooogouodod

1 8.5."I0 Graphs" HEN

Wireshark 10 Graphs: test.pcap

1.50s

¥ Axis
Tick interval; 0.01 sec W

Pixels per tick: ‘ 2 W

¥ Axis
Uit Packets|Tick

Scale: 10 v

EX

oo tdotdod

Graphs

«Graph1-5: 00O 150000000 graphl)



«Color: OOOOO (ODDOOO)

oFilter: OOOOOOO (only the packets that pass this filter  will be taken into account for that
graph)

«Style: OO OO (Line/lmpulse/FBar)

X AXis

« Tick interval OO0 XOOooOoooodoodo (10/1/0.1/0.01/0.001 seconds))
« Pixels per tick OO0 XOOOOoOooO 210/5/2/1 px

Y AXis

«Unity 0000 (Packets/Tick, Bytes/Tick, Bits/Tick, Advanced...)
eSsaleY JOOOOO (10,20,50,100,200,500,...)

XXX - describe the Advanced feature.

g./7. LUUODDODU

oottt otdbbogtbtotdbotdboougbod
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« DCE-RPC

« Fibre Channel
« H.225 RAS
+« LDAP

« MGCP
« ONC-RPC

« SMB

Joood DCE-RPCOUOOUODOOON
HEN
DDDDDDDDD WindowsD O OO do0oooon (ooooogag )

8.7.1. "Service Response Time DCE-RPC" ] [

DCE-RPCIUOOOOOOOOOOOOLOOOOOOOOODO

1 8.6. "Compute DCE-RPC statistics" 0O

Wireshark: Compute DCE-RPC SR1 statistics Q@@

ATSYC - EPM v Version: | 1

|

cgf:raal:e Skat ‘ \ x Cancel

bbb tdbtobobobon

[1 8.7. The "DCE-RPC Statistic for ..." 1 [



DCE-RPC Service Response Iime statistics for EPM major version 3: test... B@J@

DCE-RPC Service Response Time statistics For EPM major version 3: kest,pcap
Filter:

ndex Procedure Calls *  MinSRT Wax SRT Avg SRT

Eachrow corresponds to a method of the interface selected (so the EPMnterface in version 3 has 7 methods).
For each method the number of calls, and the statistics of the SRT time is calculated.

8.8. UUDLUOUUOUL

The protocol specific statistics windows display detailed information of specific protocols and might be
described in a later version of this document. Some of these statistics are described at the
http://wiki.wireshark.org/Statistics pages.
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000 96 DU0OO0OOOOO 0995 0O Wireshark D00 00000 oogd

91. UU

Wireshark 000D O0D0O0OO0OO0O0O0O0OO0OOOOOOOOO0O Wireshark 00O OO00O0OO Wireshark 0000
Jooboggodoootdbobooboouogo

e LOOODOOMO Wireshark

« UOOOOOOOO (WOOOUOOOOO )
« LU

e« UHOOOOOOOOUDLOODO

02. UUODOUOUOO Wireshark

Wireshark 00000000000 0O0O0O0O0OOO0O0O0O0O0O0O0O0OO0O0O0O0O0O0O0O0OO0O0O0O0O00

Wireshark 000D 00D0O0O0O0OO0O0O0O0O0O0O0O0OOO0ODO0O0O0OOO0OO Wireshark -h 000000000000
Dooooooooooog 0O 9.1 * Wireshark 0000”7

[1 9.1. Wireshark Odod

Version 0.99.0
Copyright 1998-2006 Gerald Combs <gerald@wireshark.org> and contributors.

Compiled with GTK+ 2.6.9, with GLib 2.6.6, with WinPcap (version unknown),
with libz 1.2.3, with libpcre 6.4, with Net-SNMP 5.2.2, with ADNS, with Lua 5.1.

Running with WinPcap version 3.1 (packet.dll version 3, 1, 0, 27), based on
libpcap version 0.9[.x] on Windows XP Service Pack 2, build 2600.

wireshark [ -vh ] [ -DKILnpQS ] [ -a <capture autostop condition>] ...
[ -b <capture ring buffer option>] ...
[ -B <capture buffer size> ]
[ -c <capture packet count> ] [ -f <capture filter> ]
[ -g <packet number> ] [ -i <capture interface> | [ -m <font> ]
[ -N <name resolving flags> ] [ -0 <preference/recent setting> | ...
[ -r <infile>] [ -R <read (display) filter> ] [ -s <capture snaplen> ]
[ -t <time stamp format> ] [ -w <savefile> ] [ -y <capture link type> ]
[ -X <eXtension option> ] [ -z <statistics> ] [ <infile> ]

Jooboogogouodod

000000000 Wireshark 00000 Wireshark 0000000000000 O0000O0O0 (0ODOO0OOODO )OO
000000 (00000 )0

ODo0o0oooooboooobobooboobooooobooooooon
-a <capture autostop condition>
Do00o0oooood Wireshark OOO0O0OO0D0O00OO0OO0OOOOO0O test:value,test Oooooooon
duration:value
DJo00o00odod Vaue DOUOOOOOOOOO
filesize:value

OO00o00o00o00d Value O kilobytes(kilobytes 00O 1000bytes, OO0 1024bytes) OO OO OOOOO
OJO0O00o0dd -b000doobod Wireshark OO0 0ODO0DO0D0O0OO0OOD0OOOO0O0OOOOOOOOOOOOOO
Oodo



files:value
OJO0O0000 Value DOOOOOOOOO
-b <capture ring buffer option>

D0o0oooooooooogg  Wireshark OO O "ring buffer" D0o0ooooooood  "ring buffer"
D000 Wireshark 0000000000 OO0ODO0O0O0OOOOOODO0OOOOOOO

D000ooooooond Wiresharkk D000 0D0D0O0OD0O0O0OOOODODOOOOOOODODOO Wireshark [
Jooogooodg (Dod files OO0 oUOUOoodo ooobooooooo )youooooooooo

OO duration 000 0O0O0O0O0OO0O0O0OOOOOOOOOOO Wireshark 000000 0O0O0O0OOOOOO
ooon

duration:value
DJo00o00oddod Vauue DOUOOO0OOO0OOO0OO0OOO0OO0OO0OOO0OOOOOO
filesize:value
0000000 value O kilobytes O (kelobyte 00 1000bytes, 0 00 1024bytes) 0000000000
files:value
OJO00000 value OO0O0OO0O0O0O0OO0OO0OOUOOOOOO
-B <capture buffer size (Win32 only)>

D00 wind2.0 0000000 (oo MBOODO 1MB).UOoOoOoooooooon Doooooooon
Jobbotboogbtubtdbtobobouboubdbobod

-C <capture packet count>

Jobbogbogotubtdboboboboood -k 0oooon

DO000dd Wireshark D000 0OO00D0D0O0O0O0O0OOO0ODOOOOOOO (CO0oooooooooo oo
Jodooodooooooooooon - 0o ooooob (oooobbbuooogooob )o

D0ooodoooooooooon (00 Windows,O O OO ifconfig -a OO0 UNIXOO)ODODOOOOGOQA ;
DO0000 Windows20000 DO 0000000 ooooooooooooooooooooog

000 "00O Wireshark O OO0 "OOOOO Wireshark 0000000000 0O0OO0O0OOOOOOOONO
Joooodoooodoooodon (00 root OWindowsl [0 Administrators 0O )00 00000000
Oooo0o -DO0ooooooooon

-f <capture filter>
Oo0odoooooooood
-g <packet number>

ot -r oot tobobobooouodboobod

-n 0000 Wireshark DODOD0OD0O0OOOO0O0O0OO (ODO0DD0O0O0O )Yy Oooodod

-i <capture interface>

Jodbgbguoubodgodn

OJO0O00o0ooodd Wireshark-D OOO0O0OOOODOOO Wireshark-D OOOODOOODOOOO
UNIX, netstat -i [ O ifconfig -a Jodoooododoooooooon UNIXO OO OO -a, ifconfig

0o

D00odoon Wireshark OO OO0 0D0OOO0DDO0O0OO0O0OOOODDO0O0O0O0OOOOOO0O0OOOOOO
Jooodooooooouoon wresharkk D000 00O00O0O0O0OOOO



oooooono FRFO(UOD0O0OO)yoooooo " oo boooooooooon libpcap

000
-k

-k OOOdO Wireshark OO0 OO0 OOOOOOO - DOO0DOO0OOoOOoOOoOOoOoOooooogon
-1

O00o0o00ooo0oooooooooooooogn "Packet list" o000 -sgdoogon
-m <font>

Jogbogoodbtubotobobouogogo

Jooooooooo (0o TCP,uDRIOOUOOOO YO
-N <name resolving flags>

Jotboboguotgbotdbtubtbooboboubotgbtubtoboobd mUOoOd MADOOOO nO0O
oot t oo obod -nO-NOQOOUooooogogboh -no Ccoo

0 (00 )DNSO OO

-0 <preference/recent settings>

Joooodooooooooooona Preference/recent file O0OU0O0OO0O0O0O0OOO0OOOOOOON
OO0O0OO0od prefname:value,prefrmae  OUOOOOOO0OO0O (O0O0O preferencelrecentfile Oood)o
value DO O0O0OOOO0OOOOOO -o<preference settings> Ododoooooddn

Oo00o0oooooon
wireshark -0 mgcp.display_dissect_tree:TRUE
Oo00o0o0oooooooo

wireshark -o mgcp.display_dissect_tree:TRUE -0 mgcp.udp.callagent_port:2627

HEN
“«) 2220 000000000O000O00O000

P
Oooooooooooooooooodddoooooooooooon -p 0000000000000
OOoOooooooooooooooooooa

Q
OO0 Wireshark 0000000 ooooonO -cOOoOoOoOoOoOoOoOoOoOOOOOO -i-w OOOOO

-r <infile>

Jotbogoodbtubtoboobobod Wireshark 000000

-R <read(display) filter>

Jbogtdootdbotdbbotgtbbtgtdbootdbootdbodgbbototn 063 0O “000odo”™ Ood
oooogodd

-S <capture snaplen>

Do00o00oddodod Wireshark DOOOOOOO <snaplen>0 00O OO O

Wireshark OO0 00000000000 O0OO0O0O0OO0OO0O00OO0O0O000OO0O0O0O00OO0O0O0OO000O0O
[ 0O O "Update list of packets in real time/ Dooooo "godod

-t <time stamp format>

oot odbobogtn



o UUOO0OUOOUOULOUOLOOO0ObOobooougogn
saabsolute, JOOOOOODDOOOMO

sad UUDDDUIUOOOUOLOODODODOUUOOOOO
oddelta 00000 0O0ODOOOOOOOONO
ecepoch JOOOOOODODO epochOOOO (1970 0 10 10 00:00:00 0J)

00 Wireshark OO0 O0O0O0OO0OO0OOOoOonO
-w <savefile>

JO0o0o00ooo savefle DOOODO0OOOOO

-y <capture link type>

Joododd -k oo -y OododooOoodood  The values reported
can be used.

by -L are the values that

-X <eXtension option>
Do00ooodood TShark OO0 eXtension O OO 0O extension_key: [0 0O extension _key: [0 O[O
lua _script:lua_script_filename, OO0 Wireshark D OUOOO0O0O0O0O0OO0O0O0  Lua scripts.
-z <statistics-string>

OO0 Wireshark 0000000000000 0O0O0O0O0O00O0O0O0O00O0O0O00O00O0O0O00O00O0O00O00O0O00O

93. OOy

Packet colorization( OOOOOO )O Wireshark OO 0O0OO0O0OO0 OOOOO Wireshark OO0 O0OO0OO0O
Joddodouooooooooouooodgo

[1 Wireshark Wiki Coloring Rules page doogd

c 00
‘H) O0O0O0 http://lwiki.wireshark.org/ColoringRules
Oo0o00oOnO

D0ooooooood ViewdOOO" ColoringRules... " OUOO0OOOOO "ColoringRules" 0DO0O0O0OO O 9.1

“ "Coloring Rules” 0O0O0O” OO

[ 9.1. "Coloring Rules" 000

Wireshark: Coloring Rules

Filter

[List is processed in order until match is found]

Mame

cokp
tpkt_long

OO0 Coloring Rules D000 0O0O0O0O0OOO0O0O0O0O0O0OOO0OO0O0O0O0O0O0OO0OOOOO
gobogotdod

have a lot of

—=a 00

Skring

cotp
tpkt.length > 519

arp

Move
selected filker
up or down

smb || nbss || nbns || nbipx || ipxsap || netbios

http || tcp.port == 80

ipx || stp || hstp || eigrp || cdp

deerpe

tcp.flags.syn == 1 || tcp.flags.fin == 1 || tcp.flags.reset == 1
tcp

(U O once sth,you
tmdOO0O0O)



oottt obobnouogn
Dooooooobl (booooouobobobooog )y bbobooood ubRA OO0 DNS1OODO O DN
DO000doooon (OO0 DNSJO ubDRIOgubPO 000 ood d0oogoboodd netscreen 00
Jogbooboubotgbtdbtobobobouboubtobobobod )

Joooogogodooooogo® NEWOUOOUOoooooooooogo 2?2000

[1 9.2. "Edit Color Filter"

Wireshark: Edit Color Filter

¥
L]

String: |arp { + Expression...

Display Colors

Foreground Color ... | Background Color... |

{ agkt Jl xgancal

Joooooodouoobooboobogoogo String D0 0O0OO0O00O0O0OO 2220000 arparp OOO0O0O
00 arpstring OO arpp D00O0O0DOO0OOOO arpUl0l0000O00D0OO0OO0O0OO0OODOO0OODOO0OOOO0OOO

OO0O0O00 Foreground color... /00000 Backgroundcolor... /O00O00OO0OO0OO0O Choose
foreground/background color for protocol OO0 (00 93 * "Choosecolor OOO” YDOUOOOOOOOO
0000

[1 9.3. "Choose color" 000

Wireshark: Choose background color for “arp”

Hue:
| Saturation: Green: | 231

Yalue: Blue: 255

i Color Name:

wﬂﬁ ‘ ‘ X Cancel ‘

Jougodoogod oK

(1 [
You must select a color in the colorbar next to the colorwheel to load values into the RGB values.
Alternatively, you can set the values to select the color you want.

094 * [0 Wireshark 0000000 00000000 0OO0ODOOO0OOOO0OO Joooogouod oo
oot

Jogoooodotdodouoooooogogo [Coloring Rule Name:...] and][Coloring Rule String: ..]
0og

[0 9.4. 0O Wireshark OO0 QOogdnQond



test.pcap - Wireshark
File Edit View Go Capture Analyze Statistics Help

B wee M @ x s B e T E[E
Eitcr:l = +E:r:pressi:n... hglear o apply

No. - Time Destination Protocol Info

1 G.000000 92.168.0.2 Broadcast ARP Who has 192.168.0.27 Gratuitous .

2 0.299139 1592.168.0.2 NENS Name query MNBSTAT *<003» <00> <00> <O

4 1.025659 192.168.0.2 224.0.0.22 IGMP V3 Membership Report
6 1.048652 192.168.0.2 239.255.255.250 UDP Source port: 3193 Destination por

g8 1.055053 192.168.0.1 192.168.0.2 UDP Source port: 1900 Destination pot
9 1.082038 192.168.0.2 192.168.0.255 NENS Registration NB NB10O61D<00>

2

= Frame 1 (42 bytes on wire, 42 bytes captured)
Arrival Time: Jun 22, 2004 20:02:48. 863096000
[Tiyme delta from previous packet: 0.000000000 seconds)
[Tyme since reference or first frame: 0.000000000 seconds)
Frame Number: 1
Packet Length: 42 bytes
Capture Length: 42 bytes
[Frame 1s marked: False)
[Protocols 1n frame: eth:arp)
[Coloring Rule Name: arp]
[Coloring Rule String: arp]
s Evharnar TT Cprs 162 188 A 3 IO SAsMsrdsAIY  Nat s Arnade act (66 oFF 56 o 66 o 56 F6Y
F+ ff ff £f ff £ff 00 Ob &5d 20 cd 02 08 06 00 01
08 00 06 04 OD 01 00 Ob S5d 20 cd 02 o0 a8 OO Q2

T N T — = i STalE &b
L LAy Ly CIll__l LILY Ll CLY ac iy s

el Lo el L

Frame (Frame), 42 bytes [P:120D: 120M: 0

04, UOOOOnO

[20]

gogoogodbodod

Jooodoooooodg ,ggudobboooogoboobuoooogn wireshark DOO0OO0OO0O0OO0OO0OOOOO
D000 (DOD0ODO "routes” OO0 "guessing”), OOOO0O0U0O00O000O0O0O0O0O0O0 OO0O0OO0OUOUOUOUOOOOO
Do0ooooooono TePOUOO Wireshark OO0 OOOO0DO0DOOO HTTPOOODO 8o00000O0OOO 80000

Jogbogogbotdbtbobobobotgbtubtobooboboouboubouod

9.4.1. "Enable Protocols" 00

Eable Protocols 0O O 0OO0 enableldisable D00 ODO0OOO0OOOOOOOOOONO enable0 0000000
disabled,Wireshark OO OO0OOOOOOOOOOO

HEN
DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD PO oogot

Ethernet,IP,TCP 0O HTTPOOUOOOOODODOOOOOOOOD IwPOODODUOOOOOO IPOOO TCPHTTHR]
Joooogogd

[1 9.5. "Enabled Protocols" 000



Wireshark: Enabled Protocols

Enabled Protocols

2dparityfec
SCOMENS
SGPPZ All
802.11 MGT
802.11 Radiotap
802.3 Slow protocols
op

ALl

AAL34

ALRP

ACAP

ACP133

ACSE

ACkrace

ADP

AFP

AH

-

Description
Pro-MPEG Code of Practice #3 release 2 FEC

3Com %NS Encapsulation
SJGPPZ ALl

IEEE 502.11 wireless LAN management Frame

IEEE 502,11 Radiotap Capture header
Slow Protocols

Plan 9 9P

ATM AALL

ATM AALZ/4

Appletalk Address Resolution Protocol
Application Configuration Access Protocol
ACP133 Attribute Syntaxes

150 8650-1 OS] Association Control Service
AudioCodes Trunk Trace

Aruba - Aruba Discovery Protocol

Apple Filing Protocol

Andrew File System (AFS)

Authentication Header

AIM A0L Instank Messenger
AIM Administration AIM Administrative

<]
<]
<]
4]
[<]
<]
<]
<]
[4]
[+]
4]
[+]
[+]
[+]
4]
[¥]
4]

Disabling a protocol prevents higher laver protocols from being displayed
Enable Al | Disable Al ]

| Eseve

Irvert ]

l @ﬂelp | ‘ X cancel |

‘ W apply

KZ

oottt obooouoububooboon enable/disable 00O 0O

HEN
@DDDD Save O OUOUOOO OKJApply DDUOOOOOOODODO Wireshark DOO0OOOOOO

oot

Enable Al O0O0OO0OO0O0O0O

Disable All OOo0o0ooodoo

Invert O0OOO00OO0OOO enable/disable OO
oKOOouoouoooooon

Apply 00O ODOOO0OO0OOOOO

Save OO OO0OO

Cancel DOOOOOOOOO

No bk wheE

942 0O0O0OO0OOO

[J "packet list" 0000000 "Decode As" U Decode AsUUOUOOIDDOOOOOOOODOOOOOOOO

Joooobogd

1 9.6. "Decode As" 000



Wireshark: Decode As

Link = Metwaork | Transpork |

(default)

ap

ACAP

AJP13

() Do not decode TCP | source (3196) % | port(s) as | Ax4000

BEEP

BGP

CAST

ClaGl

[ | - CIMD v

EZN I

l Show Current J

Jogoogodbotobogbooogn

HEN
@DDDDDDDDDDDDDD Wireshark OO0 O0040O0O0O00OO

1. Decode DO OOOOOOOO

Donotdecode 0O0OO0OOOOOO0O

Link/Network/Transport O0000000o0ooooooooooooooooooooooooon
Ooo0oad

ShowCurrent DOO0O0OO0OOOO0OOO O0OOOOOOOOOO
okKOooUooUooooooooooond

Apply DO0OUOO0O0OO0OO0OO0OOOOOOOOO

Cancel DO 0OOOOOOOOO

W N

N o g bk

943. OO0OOOOOOO

Jogoogotdbtobogbooogn

[1 9.7. "Decode As: Show" 000

Wireshark: Decode As: Show Q@El

UDP port 3193 (none) ADP

1. oKO OO
2. Clear OO0

95. UOO

Wireshark DO QD OO0 OO0 OOOOOOO "Edit" O0O0O "Preferences..." 0000 Preferences ODOOOOOOMO
000 2727200 0 ; OO "User interface" O0o0dodododoodooooooooooooooogonod



00O
DDDDDDDDDDDDDDDDDDDDDDDDDDDD Wireshark Wiki Preferences
[ : http://wiki.wireshark.org/Preferences

HEN
@OKDAppIyDDDDDDDDDDDDDD SaveU U O OOQOO

. OKODODODOOODODODOOO
o Apply 00000000 DDOO0

e« Save UL UDOUOOOOOOOUOULOOLOOLOOOOOOODO
« Cancel DODIIDOODOOODODOOODOOOO

[1 9.8. preferences HREEN

Wireshark: Preferences

User Interface

Layaout Packet list selection mode: Selects W

Columns
Font Protocol tree selection mode: Selects W

I . L
Colors Save window position:

Capture
Printing Save window size:
MName Resolution

Save maximized state: v
i+ Protocols

Cpen a console window Automatic {advanced user)

"File Open" dialog behavior: (%) Remember last directory () Always start in;

Directory:

“File Open" preview timeout:
"Open Recent” max, list entries:
Ask for unsaved capture files:

Wrap to end/beginning of File during a find:

[ 21]

96. UUOO

Jooboguodbotdbtbtobobouogboubtoboboobouogn 93 0O " Ooogopg”

O7. UDOUOON

Display Filter MacrosO OO ODODOOOOOOOOOOOOOOOO OOO0OO0OO0OOOOOOOO DOOO tep_conv
OO0 ((ip.src == $land ip.dst == 3$2 and tcp.srcpt== $3 and tcp.dstpt == $4) or (ip.src == $2and ip.dst
==%1 and tcp.srcpt ==%4 andtcp.dstpt ==%$3) )OI 0OO0O0O0O0O $ftcp_conv:10.1.1.2;10.1.1.3;1200;1400}
Odoodoodnn

Doooooood 096 0O ° 0000 OO0 Display Filter Macros 0000 viewdoooooooono
D000odoon (D000oonb Usertable)

name
Juon
text
DooooooooD $1,$2,$3... 0JO0O0O0OOdOdO

goodootdbootdbg



J000odooooodod  Windows D GTKZO DD OODODOOOOODODODODOoOoOoooooooo 30010
0995 UUUOUOOLOUOOOLOO 20000 oouobouond 30 Windows+GTKZI [

oooogogg
oot oboboogoubodboobooboon
Jogoogodboobogobooogn

1. Uodooboobooootd  tep_conv
2. oot tobobobououbobboobob oot oboobod

OO0O0000o0oOoOooon  ip.src==$%$landip.dst == $2 and tcp.srcpt == $3 and tcp.dstpt ==
$4, 000 $1,$2,$3,$4 U000 O O0O0OOOOO0OOOOO p DO Oo0oooooon
$1,$2,$3,$4, D000 0OO0OO00O0O0OOO0OO0OOO0OO0OO0OOO0OO0O0O0OO0OO

3. bbb oobooobooobbooobobbbobboboboboboboboobooooon Doooooo ${0
0000 13,00 2,00 3.} UDodododuododooooooood
${tcp_conv:10.1.1.2;10.1.1.3;1200;1400} tfcpconv ODOOOO 10.1.1.2 Os10000O00OO0O0O

J0o0o00oon Wireshark D000 O00O0O0OD0O0O0OO0O0OOOO0OOOOO0O

0.8. Tektronics K12xx/15 RF5 HEREREN

Tektronix's K12xx/15 rf5 OO0O0000 helper files(*.stk) Jo0oooooodonod Wireshark O0O0O0O stk
Jooodooooooooooog ((moboooo )

Stk 0doooog 096 O “ 0000 OO0 ,00000

match

a partial match for an stk filename, the first match wins, so if you have a specific case and a general
one the specific one must appear first in the list

protos

This is the nameof the encapsulating protocol (the lowest layer in the packet data) it can be either
justthe nameof the protocol (e.g. mtp2, eth witoutfcs, sscf-nni) or the nameof the encapsulation
protocol andthe "application" protocol over it separated by a colon (e.g sscop:sscf-nni,  sscop:alcap,
sscop:nbap, ...)

9.9. UUO DLTs OO

00 pcapUO0O0OOO DLTs(147 to 162)0 00000 ,Wireshark O0O0OO0OO0OO0OOOOO DLTOOOOOOOO

o096 0O “ 0000 OO bLTOOUOOOO

encap

Ooodo dits O
payload_proto

payload( 0000000 YOOOO
header_size

OO0 header OO (O payload D0O)O0O0O0O0O00OO Wireshark header UO OO OO0 0O0OOOO header
protocol.

header proto

header U O OO (OOOO "data™)
trailer_size

OO0 taller O0OO0O0O(ODUOO0OO0O paylod DOOO0O)YOODOODOUOOUOOOOOO oOdUooUoOod
trailer_proto

traler OO0OO0O (OO0 "data®)



9.10. SNMP [ [ [

Wireshark 00O SNMPI OO SNMPVEIO D OOOOGOOO

Jougoo9e O “0OUuou”™ buoboouooooon

engine_id

OO000dd engineid, OOOOOO engineid DO0O0O0O0OO0DDOOOO0O 16e00000000000O0
[J 00 0102030405

userName

J0000o000d0ooooooboooonbod SNMP-enginesO OO0 OO0OOO0OOOOOO if you needa catch
all engine-id (empty) that entry should be the last one.

o000
Jdoooooo ,(Mmbs500 SHAL)
authPassword

D0o0odon "wbb"ooooooooood 1e0d0000000D00 "xbb"oooooO 160000
0102030405060 U 0 J O O "x01\x02\x03\x04\x05\x06".

priv_proto
OO0oO0ood (DESO AES)
privPassword

D0o0odon "wbb"ooooooooood 1e0d0000000D00 "xbb"oooooO 160000
0102030405060 00 0 00 0O OO "x01\x02\x03\x04\x05\x06'.

D dissector: DO0O00000D0DDOOO disst 000000000000O0DDOOOOOOOOO decodel] 1 [J
Joooogogg

[21]
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